1 xypc

[TJIAH — KOHCIIEKT
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JlekunonHoe 3ansaTHe (YacTh 1)

no Teme Ne 1.9. «MupopmanmonHasi 0e30MaCHOCTL M TPeHAbl B Pa3BUTHH
UM(PPOBBIX TEXHOJIOIWH; PHUCKH H MPOrHO3bl MCHOJb30BAHUA NHPPOBBIX
TEXHOJIOTHi NIPH pelieHuH NPo(decCHOHAIBHBIX 3a124.»

Heab 3aHATHA: U3YYUTH CO CTYJECHTAMU OCHOBHBIE CBEACHUS 00 MHGOPMAIIMOHHON
0e30macHOCTH, 3aimuTe HHGOPMAIMK, TPEHIbI B Pa3BUTUU IUGPOBBIX TEXHOJIOTHIA;
PUCKM U TPOTHO3bI MCMOJB30BaHUS IUGPOBBIX TEXHOJIOTUNA TMPU PEIICHUU
npodeccroHanbHbIX 3a/1a4.

Bua 3aHATHSI. KJIACCHO-TPYIIOBOE, KOMOWHHUpPOBAaHHOE (IO IPOBEPKE 3HAHUM,
YMEHHUH 0 NPONAEHHOMY MaTepually, 110 U3YYEHHUIO U MEPBUYHOMY 3aKpEIJICHUIO
HOBOTO MaTepuaa).

MeToa npoBeieHHsI 3aHATHSA  TOBEJCHUE TEOPETUUECKUX CBEICHUM.
Bpems npoBeaenus: 2 4 (90 MuH.)

OcHOBHBIE BOIPOCHI:

1. UudopmanmonHas 06€30MacHOCTh. 3amuta UHGOPMALUK OT HECAHKI[MOHUPOBAH-
HOT'O JOCTYyIaA.

TpebGoBaHus K BIOOPY HapoJIs.

DIIEKTPOHHAS MTOIIUCH.

OcHoBHbIe TIOJIOkKEHUS JJoKTpuHBI MH(GOpMALIMOHHON Oe3onacHocTu Poccuiickoi
denepanum.

KomrmbroTepHbie BUPYChl: METOBI PACIPOCTPAHEHU S, MPO(DUIAKTUKA 3apAKECHHUS.
3amura nHGOpMAIUU OT KOMITBIOTEPHBIX BUPYCOB.

Tpennb! B pa3BuTHU MUMPOBBIX TEXHOJIOTHUH.

Pucku u mporHo3sl pa3BUTHs [HUQPPOBBIX TEXHOJOTHH TMpPU  PEIICHUU
npodeCCHOHABLHBIX 3a]1a4.

9. [IpuMeneHue 06JaYHBIX TEXHOJIOTUN HA POCCUICKHX KENEe3HBIX JOPOTax.

B wno

N O

Jlureparypa:

1. [2 yueOHuK pa3nena «OCHOBHOM ydeOHOW JHUTEpaTyphl» pabodeill MmporpamMMbl
n3ydyeHus: gucuuiuivesl|: [aBpuiio, M. B. Hudopmatuka. ba3oBelii ypOBeHb.
10—11 xmaccsl : yueOHUK aiisi cpenHero oomero oopazosanus / M. B. I'aBpuios,
B. A. KnumoB. — 5-e u3j., nepepab. u non. — Mocksa : U3parensctBo FOpaiiT,
2023. — 352 ¢. — (O6meobpazoBarenbHbli 1uk). — ISBN 978-5-534-16226-4,
— Texct : anextponnsii // Ob6pazoBatenbHas twiarpopma FOpait [caliT]. —
URL: https://urait.ru/bcode/530644, rnaser 11-12.

IIpumepHbIN pacyeT BpeMeHHM:

=

Bcerynurensnas yacts — 20 MuH.
OcuHoBHas yacth — 60 MuH.
3. 3axmrouuresapHas yactb — 10 MuH.

N


https://urait.ru/bcode/530644

BCTyHI/ITeJIBHaH 4acThb:
3aHaTHE HAyaTh C OOBABICHHUS TEMBI 3aHATHA, OCHOBHBIX PACCMATPUBACMBIX
BOIIPOCOB, BpCMCHHU U3YUYCHHUA TCMBI (HOBOFO MaTepHaJIa), 3aKPCIJICHUA Ha IIPAKTHUKC
IMOJTYYCHHBIX 3H3HHI>1, MCPCUYUCIICHUA JTUTCPATYPHI.

OcHoBHasl YacTh (TeopeTHYeCcKas):

IlepBbiii Bonpoc: UHdopmannonHas 0e30MacCHOCTh. 3amura uHGOpManuu oT
HECAHKIMOHMPOBAHHOIO IOCTYIIA.

NudopmanmonHas 0e30MacCHOCTb.

Ecnu xomnaHusi XpaHUT OyXraiTepcKyro MH(POpPMalUIO, KIUEHTCKYI 0a3y, aHKETHI
COTPYIHHMKOB WJIM KOPIOPATUBHBIE TAalHBI, TO BaXKHO, YTOOBI ATH JIaHHbBIE HE IMOMAIH
HE B TE€ pPYKH, TO €CTb OBUIM 3allMIIEHbl. 3allUTOW JaHHBIX 3aHUMAETCS
uH(popMaImoHHast 0€30MacCHOCTb.

WNupopmanmonHast 6€30MacHOCTb — 3TO Pa3IMYHbIE MEPHI M0 3alUTe UHPOPMALIH
OT TOCTOPOHHUX Jull. B pouudpoByro smoxy Ui 3alidThl MHGOPMALUU JIHOAU
3aMypaiy BaXKHbIE JOKYMEHTHI B CEi(pbl, HAHUMAJIN OXPAaHHUKOB U MIK(pPOBaAIN CBOU
coobuieHus Ha Oymare.

Ceifuac yaie 3alMIIAIOT HE OyMakHY0, a HUPPOBYI0 MHGOPMAIINIO, HO MEPHI, 10
CYTH, OCTAIMCh TEMH K€: CHEIIUAIUCTHI IO UHPOPMAIIMOHHON 6€30ITaCHOCTH CO3/1al0T
3aIUIIEHHBIE TPOCTPAHCTBA (BUPTYaJIbHBIE «CEi(bl»), YCTAaHABIUBAIOT 3aIIUTHOE
I[IO Bpome  aHTUBUPYCOB  («HAHMMAOT  OXPAHHWKOB») W  HUCIOJB3YIOT
Kpuntorpaduueckre METO bl I mu@poBanus UPppoBoi HHGOPMAITIH.

Onnako 1udpoByr0 HHOOPMAITHIO TOKE HYKHO 3alUINATh HE TOJKO BUPTYAIbHO, HO
U Qu3nyecku. AHTUBUPYC HE TOMOXKET, €CJIM TTOCTOPOHHUM MOXUTUT CaM CEpPBEP C
BXHBIMH JTaHHBIMHU. [[03TOMY MX CTaBsT B OXpaHsIE€MbI€ IOMENICHHUS.

3a 4yT0 oTBeYaeT HHGHOPMANMOHHAS 0€30MACHOCTh?

Ona oTBe4aeT 3a TpU BEIIMU: KOH(PUACHIIMAIHHOCTH, I[EJIOCTHOCTh U JOCTYITHOCTh
uHdpopmaruu. B  xonmenmuu wHOpManmoHHOW 0€30MACHOCTH WX HA3BIBAIOT
MpPUHITUTIAMU WHOOPMAITMOHHON O€30MaCHOCTH.

KondguaeHunaabHOCTh 03HAYACT, YTO JOCTYI K MHPOPMAIMHA €CTh TOJBKO y TOTO,
KTO UMEET Ha 3TO mpaBo. Hampumep, Bam mapoib OT 3JCKTPOHHOW TOYTHI 3HACTE
TOJIBKO BBI, U TOJIBKO BBl MOXKETE YHTATh CBOM MHChbMa. ECIIM KTO-TO y3HAET mapojb
WIM JIPYTUM CIIOCOOOM TOJYYHUT JOCTYI B TOYTOBBIN SIIIUK, KOHPUIACHITUATHHOCTD
OyJlieT HapyIIeHa.
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HenocTHOCTH 03HAYaeT, 4TO WHGPOPMANHS COXPAHACTCS B TIOJHOM O0BEME U HE
u3MeHsercs 0e3 Beqoma Biaenbla. Hampumep, Ha Baieil 3IEKTPOHHOM MmodyTe
XpaHATCS NMUCbMa. EciM 3J10yMBIIIJIEHHUK YJIAdUT HEKOTOPbIE WJIM MU3MEHUT TEKCT
OTJEJIBHBIX MTUCEM, TO 3TO HAPYILIUT LIEIIOCTHOCTb.

JloCTYyNHOCTB 03HAYAET, YTO TOT, KTO UMEET MPABO HA TOCTYI K HHGOPMAIIMH, MOKET
ee noayuuth. Hampumep, BbI B JIF00O0OH MOMEHT MOXETE BOUTH B CBOIO AJIEKTPOHHYIO
nouty. Ecnum xakepbl aTakyloT cepBepbl, MouTa OyJeT HEAOCTyIHa, 3TO HapyIIUT
JNOCTYTTHOCTb.

Kakas ObiBaeT HHpOpManus U KaK ee 3alMINAIOT.

Nudopmaruss  ObiBaeT  oOmienoctynHas W KoHbuaeHmuanbpHas. K
00I1IeIOCTYITHON HMMEET JOCTYI JIF0OOM 4YesloBEeK, K KOH(PUACHIIMATbHOW — TOJBKO
OTJIENbHBIC JINIA.

MoxeT mokas3aThCs, YTO 3allUIIaTh OOIIEAOCTYIIHYIO HH(POPMAIIUIO HE HAJO.
Ho na oOmenocrynHyto uHOpMalMO HE PacCIpOCTPAHSAETCS TOJBKO IMPUHITUIT
KOH(PHUACHIIMAIBHOCTY — OHAa JIOJDKHA OCTaBaThCs IICJIOCTHOCTHOM M JIOCTYITHOM.
[TosTtomy wHpOpManMoHHass 0€30MacHOCTh, 3aHUMAETCSI M OOIICAOCTYITHOM
uH(popmanuen.

Hampumep, Bo3bMeM HMHTEpHET-Mara3uH. KapTouku TOBapoB, cTaTbu B OJOTE,
KOHTaKThl MPOJABIIA — BCE OTO OOMIEAOCTYIHAs WHGOPMAIUSI, €€ MOXKET
pocMaTpuBaTh 1060i. Ho mATEpHET-Mara3uH BCe paBHO HYXKHO 3alUINATh, YTOOBI
HUKTO HE HApyIIMJI ero paboTy, HampuMep, HE W3MEHWI BAXHYIO WH(OpPMAIUIO B
KapTOYKaX TOBAPOB WIIA HE «YPOHIID» €TO CaMT.

I'maBuas 3amava wHGoOpManuoHHoOW Oe3omacHoctd B IT M He Toapko — 3ammrTa
KoH(puaeHIIManIbHOW nHDopManmu. Eciau mocTtyn K HEl MOJydHT MOCTOPOHHHM, ATO
IPUBEIIECT K HEIMPHUATHBIM TOCIECACTBUSAM: KpaXke JICHET, MOTepe MPHUOBLIN KOMITAaHUH,
HapYyIICHUIO KOHCTUTYIIMOHHBIX MPaB YyeJIOBEeKa U APYTUM HETIPUSITHOCTSIM.
Nudopmarus ObiBaeT obmienoctynHas W koHduaeHmanbpHas. K oOmenoctymnHomn
UMEET JIOCTYI JIFOOOM YelIOBEK, K KOH(PUISHIIMAIBHON — TOJIBKO OT/ICJIbHBIC JIUIIA.

OcHoBHBIE BHIbI KOHMHIeHIIHAILHOM HHOPMAIIHH.

[Tepconanbubie nanubie. MHpopManus o koHKpeTHOM uenoBeke: PUO, macnopTHbie
JaHHbIe, HOMEP TeedoHa, (PU3NOIOrHUYeCKe 0COOCHHOCTH, CEMEIHOE TOJIOKEHUE U
npyrue nanuele. B Poccum geiictByer 152-03 — 3akoH, KOTOPBIM 00s3bIBaeT
OXpaHATh 3Ty uHbopManu. MbI TOAPOOHO paccka3biBaau 00 3TOM B crathe «Kak
BBITIOJHUTE 152-D3 0 3amuTe nepcoHaNbHBIX JTAHHBIX U YTO C BaMU OYJIET, €CIU €ro
HE COOJIIOIATh).

Tor, xT0 paboTacT ¢ MEPCOHATBLHBIMU JaHHBIMH, OOS3aH 3alIUIIaTh MX W HE
nepenaBaTh TPEThbUM JiMIaM. MHpopManus O KIMEHTaX W COTPYAHUKAX OTHOCHUTCS
KaK pa3 K IePCOHABLHBIM JIAaHHBIM.

Kommepueckast  Taiina. BHyTpennsss uHdopmamus o  paboTe  KOMITAHWH:
TEXHOJIOTHUSAX, METOJax YIpaBJieHWs, KIMEHTCKOW Oa3e. Ecnmm 3T maHHBIE CTaHYT
W3BECTHBI IOCTOPOHHUM, KOMIIAHUS MOXKET MOTEPSTh TPUObLTH.

KoMmnanust cama peniaer, 4To CHATaTh KOMMEPUYECKON TAMHOW, @ YTO BBICTABJIATH HA
BceoOmee obo3penue. [Ipu sTom He BCcs mHGOpMANHS MOXKET OBITh KOMMEPUYECKOMH


https://mcs.mail.ru/blog/chto-takoe-personalnye-dannye-ih-hranenie-i-obrabotka
http://www.consultant.ru/document/cons_doc_LAW_61801/
https://mcs.mail.ru/blog/kak-vypolnit-152-fz-o-zashchite-personalnyh-dannyh
https://mcs.mail.ru/blog/kak-vypolnit-152-fz-o-zashchite-personalnyh-dannyh
https://mcs.mail.ru/blog/kak-vypolnit-152-fz-o-zashchite-personalnyh-dannyh
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TalHOW — HaIPUMEp, HEJb3sl CKPbIBATH MMEHA YUYPEAMTENIEW IOpJIMLA, YCIOBUSA
Tpyaa win GakTbl HapymieHus 3akoHOB. [logpoOHee O KoMMepueckoil TaifHe
pacckasbiBaeT 3akoH 98-D3.
IIpodeccuonanbuasa  rtaiina. Croma  OTHOCSTCS  BpaueOHasi, HOTapuajibHasd,
aZBOKaTckass W Jpyrue BHJbl TalHbl, OTHOCSIIMECS K Mpo(dhecCHOHATBHOU
nesarenbHOCTH. C Hel CBSI3aHO Cpa3y HECKOJIBKO 3aKOHOB.
CayxeOHast TaitHa. IHQopmanysi, KoTOpass M3BECTHA OTAEIbHBIM CIIyK0am,
HanpuMmep, HasoroBol wim 3AI'Cy. DTy naHHBIE OOBIYHO XPAHAT rOCYAapCTBEHHBIE
OpraHbl, OHM OTBEYAIOT 3a UX 3aIIUTY U MPEIOCTABISAIOT TOJIBKO I10 3aIpocCy.
I'ocynapcrBennasi TaiiHa. CroJja OTHOCAT BOCHHBIC CBEACHMS, JAHHBIC Pa3BEIKW,
MH(GOPMALIHIO O COCTOSIHUHM SKOHOMHKH, HAYKUA U TEXHUKH TOCYJapCTBa, €ro BHEIIHEH
MOJIMTUKUA. OTU JaHHbIE caMble KOH(PHUACHUHUAJIbHBIE — K 0€30IMacHOCTH
MH(POPMALIMOHHBIX CHCTEM, B KOTOPBIX XPAHUTCS Takas MH(QOpMAIHs, MPEAbIBIISIOT
caMble CTPOTHE TPEOOBAHMUS.
Ecnun Bama komMmaHusi XpaHUT MEPCOHANIbHBIE JaHHbIE, KOMMEPYECKYIO WU
MPO(ECCUOHATIBHYIO TailHy, TO 3TU JTaHHBIE HY>KHO 3alUIIATh 0COOBIM oOpa3zoM. [l
ATOr0 HEOOXOAMMO OTPAHUYUTH JOCTYH K HEH MOCTOPOHHUM JUIAM — YCTAHOBUTH
YPOBHHU JIOCTYIIA U MAapOJIU, MocTaBUTh 3auutHoe 110, HacTpouTs mudpoBaHue.

Kpatko 00 nHdopMAIIMOHHON 0€30IACHOCTH U 3alIuTe HHPOpMAIIUN.

1. I/IH(l)OpMa]_II/IOHHaSI 0e301acHOCTh OTBEYAET 3a 3dlIUTY JaHHBIX U o0OecreynBaeT
ux KOH(l)I/II[CHI_[I/IaJIBHOCTB, HEJIOCTHOCTDb U JOCTYITHOCTD.

2. KOH(l)I/II[eHHI/IaJ'IBHOCTB 03HA4YacT, 4TO JOCTYII K JaAHHBIM €CTb TOJIBKO Y TCX, KTO
HMCCT Ha 9TO IIPaBO.

3. LlenocTtHOCTh 03HAYAET, UTO JAHHBIE XPAHATCS B HEU3MEHHOM BHJIE U OCTAIOTCS
JOCTOBEPHBIMH.

4. JIoCTYNHOCTh O3HAYAET, YTO YEJIOBEK, Y KOTOPOTO €CTh MPABO HA JOCTYM K
uH(pOpMAITUU, MOXKET €€ TIOJTy4UTbh.

5. Undopmanronnas 6€30MacHOCTh 3alIUIIAET U KOHPUICHIIUAIbHbBIC, U
oOmegoctynHbie nanHubie. OOIIE0OCTYTHBIM OHA 00€CTIeUnBAET 1IETOCTHOCTD U
JTOCTYITHOCTh, KOH(PHUACHITHATHHBIM — €I1I¢ U HY>KHBIH YPOBEHb CEKPETHOCTH.

6. K xonduaenmanpHoi nHGOpPMAIIUKA OTHOCATCS MIEPCOHATBHBIC JaHHBIE,
KOMMepYecKas, MpoQecCuoHalIbHAs, CITy>)KeOHast U TOCYapCTBEHHAS TalHBI.

OcHOBHBIE onpeaeJeHus Mo MHGOPMAIIMOHHOW 0€30ITACHOCTH.

O0bLEeKTHI 3a1IUTHI.

OCHOBHBIMH O0BEKTAMM 3AIIUTHI IPH 0OecTiedeHNH HHGOPMAIMOHHON 0€301acCHOCTH
SIBJISTFOTCSI:


http://www.consultant.ru/document/cons_doc_LAW_48699/
http://www.consultant.ru/document/cons_doc_LAW_93980/#dst0

— Bce BuAbl MHQPOPMAIMOHHBIX pecypcoB. HMHpopMannoOHHBIE PECypCh
(moxymeHTHpOBaHHAasI HH(GOpPMAIIUS);

—nHpopManus, 3apUKCHpOBaHHAS HA MaTEepPHAILHOM HOCHTENIE C PEKBU3UTAMH,
MTO3BOJISIONIMMH €€ UACHTU(DUITUPOBATH;

—IpaBa rpak/aH, IOPUANICCKUX JIUI U TOCYAapCTBa HA MOTyYeHUE, PACTIPOCTPAHCHHE
U WCTIOIh30BaHUE HH()OPMAIINH;

—cucteMa (opMHpOBaHUS, pPACHPOCTPAHEHUS W HCIOJIL30BaHUS HH(pOpMamu
(nHGOPMAIIMOHHBIE CUCTEMBI W TEXHOJIOTHH, OWOIMOTEKH, apXWBbI, MEPCOHA,
—HOPMAaTUBHBIE IOKYMEHTHI H T.11.);

—cuctema ¢popMupoBaHus obmiecTBeHHOro co3Hanust (CMU, conmanbHbie MHCTUTYTHI
U T.1.).

®d3 "O6 nadpopmanuu, THGOPMANMOHHLIX TEXHOJOTUAX U 0 3AIIATE
uHpopmanuu''.

B Poccuiickom 3akoHOAaTrenbcTBE 0a30BBIM 3aKOHOM B O0JIaCTM  3aIUTHI
unpopmaruu asisercss O3 "O6 undbopmaiuu, HHOOPMAITMOHHBIX TEXHOJIOTHIX U O
3amurte uHbopmaruu" ot 27 utons 2006 roga Homep 149-®3. [losToMy OCHOBHBIE
MOHATHS W  PEUICHMs, 3aKpelUICHHBIE B 3aKOHE, TPeOYIOT MPHUCTAIHLHOTO
PacCMOTPEHHUS.

3aKOH peryivupyeT OTHOIICHHUS, BO3HUKAIOIIUE TIPU:
* OCYUIECTBJICHMM IIpaBa Ha I[IOUCK, IIOJy4Y€HHUE, Nepeaady, HpOU3BOJICTBO U
pacrpocTpaHeHrue UHpopMaIuu;
* MPUMEHECHUH HHPOPMAITMOHHBIX TEXHOJOTHA;
* obecrnieueHuN 3alIUThl THPOpPMAIUH. 3aKOH 1a€T OCHOBHBIE OIIPEEICHUS B 00J1acTU
3amuThl THHOPMAIIHH.

[IpuBenemM HEKOTOpHIE U3 HUX:

* uHopmarus — cBefeHUs1 (CooOIeHUs, JaHHBbIE) HE3aBUCUMO OT (OPMBI HX
Mpe/ICTaBJICHMUS,
* uHGOPMAITMOHHBIE TEXHOJIOTMH — MPOIECChl, METOMABI IMOWCKa, cOOpa, XpaHEHHUS,
00paboTKM, TPENOCTaBICHUS, pPACHPOCTPAHEHUS WHOOPMAIIMM U CIOCOOBI
OCYIIECTBJICHUS TAKUX MIPOLIECCOB U METO/I0OB;
* UH(pOpPMAIMOHHAs CHUCTEMa — COBOKYIHOCTb COJIepiKalleiicss B 0a3ax JaHHBIX
nH(popmanuu u obecrneunBalOINX ee 00paboTKy MH(POPMAIMOHHBIX TEXHOJOTUH U
TEXHUYECKUX CPEJICTB;
* oOsamaTens UHPOPMAIIMK — JIUIIO, CAMOCTOSITEIILHO CO3/aBiiiee HHPOPMAIIUIO JTHO0
MOJIYYMBIIIEE HAa OCHOBAHMHM 3aKOHA WM JOTOBOpAa TIPABO pa3pemiath WM
OTPaHUYUBATH JOCTYI K MH(OPMAIINH, OTIPEICTAEMON MO KaKUM-TH00 MpU3HAKaM;
* omepaTtop HHPOPMAIMOHHOW CHUCTEMBbl — TPAKIAHWUH WM IOPUAMYECKOE IHUIIO,
OCYIIECTBISIONIUE JEATEIBHOCTh MO SKCIUTyaTalud HMH()OPMALMOHHONW CHCTEMBI, B
TOM 4HcIie TI0 00padoTKe nH(pOpMAIUH, CoaepKalencs B ee 0a3ax JaHHBIX.
* KOH(PUACHIIMAIHHOCTh WH(MOpPMAIUU — 00s3aTENBHOE IS BBIIOJHEHUS JIUIIOM,
NOJIYYMBIIMM JOCTYH K OMNpeIesieHHOW HH(popManuu, TpeOOBaHUE HE IeperaBaTh
TaKyl0 HHPOPMALIUIO TPETHUM JIULIaM 0e3 corjacusi ee o0maaaTes.
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B BBIIIEHA3BAHHOM @3 JAETCs CIEayrouee OIIpPELICIICHUE 3alIUTE
uHOpMAIIUU - TIPEACTABISICT COOOM TPHHSATHE NPABOBBIX, OPraHU3AI[MOHHBIX U
TEXHUYECKUX MEP, HAIIPABJICHHBIX HA:

1. obecnieyeHue 3amuThl HHGOPMAIIMKA OT HEMMPABOMEPHOTO JOCTYyMa, YHUUTOXKCHHS,

MOTU(DUITIPOBAHHUS, OJIOKUpOBaHUS, KOITUPOBAHUS, peI0CTaBICHUS,
pacmipoCTpaHEeHHs, a TAK)Ke OT MHBIX HEMPAaBOMEPHBIX JCUCTBUN B OTHOIICHUH TaKOH
uHpopManmy;

2. coOmoieHre KOH(MUJICHIIMAILHOCTH WHOOpPMAIMM OrpaHUYEHHOIO JOCTyma; 3.
peanu3aluio npapa Ha JOCTYI K HH()OPMAIIUH.

OOGmanmarens wuHpOpPMANUK, oOImepaTop HWHHOPMAIMOHHONW CHCTEMBI B CIIydasX,
YCTaHOBJICHHBIX 3aKOHOAATeNIbcTBOM Poccuiickoin @enepannn, 00s13aHbl 00€CTIEUUTh:
1. mpenoTBpaiieHne HECAHKIIMOHMPOBAHHOTO J0CTyna K wuHpopManuu u (WiIH)
nepeavyy ee JIMiaM, He IMEIOIIUM TTpaBa Ha JJOCTYN K HHPOpMaIIHH;

2. CBOEBpEeMEHHOE OOHapyXeHue (AKTOB HECAHKIIMOHHUPOBAHHOTO JOCTYyMa K
uH(popmanuu;

3. mpemympexaeHne BO3MOXHOCTH HEONArompHsTHBIX TOCIEICTBUN HapyIICHUS
nopsiaKa 10CTymna K nH(popMaluu;

4. HenonyleHUE BO3CHCTBUS Ha TEXHUUECKHUE CpelicTBa 00paboTKu MHpoOpMaluy, B
pe3ysibTaTe KOTOPOro HapylaeTcs ux (pyHKIHOHUPOBAHUE;

5. BO3MOKHOCTh HE3aMeUIUTEIBHOTO BOCCTAHOBJICHUSI uHpopMaIu,
MOJIM(ULIMPOBAHHON WM YHUYTOKEHHOM BCIEACTBHE HECAaHKIMOHUPOBAHHOIO
JIOCTYyIIa K HEW;

6. TOCTOSHHBIN KOHTPOJIb 32 00ECIEUEHUEM YPOBHSI 3aIUIIIEHHOCTH HH(OpMALUY.

3amuTa nHGOPMAIINH 0T HECAHKIIHOHUPOBAHHOIO T0CTVIA.

OcHOBHbIE 110J10KEHHUS] KOHICIIIMH 3AIIIUTHI CPEACTB BbIYMCJIUTEIbHOM TEXHUKH
OT HCCAHKIIMOHHUPOBAHHOI'O 10CTVIIA K I/IH(I)ODMa]_[I/II/I.

3amuTta UHPOpPMAMU OT HECAHKUMOHMPOBAHHOI'O JOCTYNAa B TOCYJAapCTBEHHBIX U
KOMMEPYECKUX CTPYKTypax OpPraHW30BaHa Ha OCHOBE CHUCTEMBI 3aKOHOJATEIbHBIX U
HOPMAaTHBHO-TIPABOBBIX  JOKYMEHTOB. KOMIUIEKC pyKOBOASIIMX JOKYMEHTOB,
periiaMeHTUPYIOIIMX Bompochl 3amuThl  uHpopmaumu ot HCJ pazpaboran
I'ocTrexkomuccueint PO, koTopas ABIsS€TCS OCHOBHOM OpraHU3alMEN KypUPYIOIIEH 3TO
HanpaBJieHUE 3aIIUThl HH)OPMALIUH.

Kommneke pykoBoasamux AokymeHToB 1o 3amure ot HC/I Bkiroyaer:

1) KoHIenuuio 3auThl CPEJCTB BEIYUCIUTEIILHOW TEXHUKU U aBTOMATH3MPOBAHHBIX
CUCTEM OT HECAaHKIIMOHMPOBAHHOT'O JIOCTYMa K MH(POpMaLUU (YTBEpXKACHA PEIICHUEM
I'ocynapcTBennoy texundecko komuccnu npu IIpesunente Poccuiickon denepanun
ot 30 mapta 1992 1.)

2) BpemenHoe TmMONOKEHHE [0 OpraHW3alMd Pa3paOOTKH, H3TOTOBJICHUS H
AKCIUTyaTalli TPOTPAMMHBIX M TEXHMUYECKHX CPEACTB 3alUThl MHPOPMAIUU OT
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HCCAaHKIIMOHWPOBAHHOT'O A0CTYyIIa B aBTOMATU3HWPOBAHHBIX CHUCTCMaAx u
cpeacrBax BBIYHCJINTEIILHON TEXHUKHU

3) CpexncrBa BBIYUACIUTEIHHON TEXHUKH. 3alIUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
K nHpopmarmu. [TokazaTenu 3alIMIIEHHOCTH OT HECAaHKIIMOHUPOBAHHOTO JOCTyMa K
uHbOopMaIuu

4) ABTOMATH3UpPOBAaHHBIC CUCTEMBI. 3aIlMTa OT HECAaHKIIMOHHPOBAHHOTO JOCTYIA K
unpopmanmu. Kraccupukanus aBTOMATU3HPOBAHHBIX CHUCTEM U TpeOOBaHUA TIO
3a1uTe MHPOpMAIU

5) CpenctBa BBIYUCIUTCIBHOW TEXHUKHA. MEKCETEBbIC OSKpaHbl. 3alMra oOT
HECAaHKIIMOHUPOBAHHOTO JocTyna K uHpopmanuu. [lokazaTenu 3anIUIIEHHOCTH OT
HECAaHKIIMOHUPOBAHHOTO JI0CTYyNa K HH(GOpMaIuu

6) 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTyma K wuHpopmamuu. Yacte 1.
[IporpamMmmHoe obOecrnieueHue cpeAcTB 3amuThl MHGoOpmanmu. Knaccudukanus mno
YPOBHIO KOHTPOJISI OTCYTCTBUS HEJEKJIAPUPOBAHHBIX BO3MOKHOCTEH.

3ammTa 0T HeCAHKIIMOHMPOBAHHOIO0 A0CcTYNA. TepMHUHBI M onpeaeeHUs .

N3BecTHBl  TakuWe  HampaBiCHUS  KCCIEAOBaHUS  MpoOiieMbl  0€30MaCHOCTH
nH(OpMaIHK, KaK paguoTEeXHUYECKOES, TTOOOUHBIEC AJICKTPOMArHUTHBIC H3ITYYCHUS U
HaBoAkH, akyctuueckoe, HCJI u npyrue.

Hecankuuonuposannblii noctyn (HCJI) onpenensiercst kak A0cTyn K UH(pOpMaIuu,
HApYLIAOIIMKA YCTAHOBJIEHHBIC MTPAaBUJIa pa3rpaHUYCHUS JOCTYNA, C UCIOJIb30BAHUEM
HITAaTHBIX CpeacTB, npenocrapigembix CBT nu AC.

[log mITATHBIMH ~ CPEACTBAMM [IOHUMAETCS  COBOKYIHOCTb  MPOTPaMMHOTO,
MUKpOIpOrpaMmMHOro u rexunyeckoro ooecrneuenuss CBT nmu AC.

Onpenenenune HC/I B pykoBoasmmx gokymeHTax ['octexkomuccun PO otimuaercs
no coaepxanuto ot onpezaenenus HCJ[ mo 'OCT P 50922-96 «3ammra nndopmaimu.
OCHOBHBIE TEpPMHHBI U OIPEACNICHUS», B KOTOPOM AaKLUEHT Ha MCHOJb30BaHHE
TaTHBIX cpeacTB npu ocymectsiennn HC/I e nenaercs.

3ammuTta CBT u AC ocHOBBIBaeTCS Ha IMOJOKECHHUSAX U TPEOOBAHMSIX CYIIECCTBYIOIIHUX
3aKOHOB, CTaHJAPTOB U HOPMATUBHO-METOJAMYECKUX JTOKYMEHTOB 10 3amute or HC/|
K UH(pOpMaIuu.

3amura CBT oOecrieunBaeTcs KOMIUIEKCOM TPOTPAMMHO-TEXHUYECKUX CPEACTB.
3amura AC oOecrieunBaeTcsi KOMILJIEKCOM MPOTrpaMMHO-TEXHUYECKHX CPEACTB U
MO/JIEPKUBAOIINX UX OPraHU3allMOHHBIX MEp.

3amura AC nomkHa o0ecreuynBaThCsl Ha BCEX TEXHOJIOTHYECKUX dTamax oOpaboTKH
nH(}OpMAaIUU U BO BCEX PeKUMaxX (DYHKITMOHUPOBAHUS, B TOM YHUCJIE MPU MTPOBEACHHUH
PEMOHTHBIX M PETIAMEHTHBIX paloT.
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[IporpaMMHO-TEXHUYECKHE CPEICTBA 3alllUThl HE  JOJDKHBI  CYLIECTBEHHO
YXyALIaTh OCHOBHbIE (YHKIUOHAJIbHBbIE xapakTepucTuku AC (HaaeKHOCTb,
ObICTpOAEHCTBHE, BO3MOKHOCTh U3MeHEHMsI KoH(purypanuu AC).

HeoTbreMnemol 4acThio pa60T I10 3allINTC ABJACTCA OLICHKA 3(1)(1)€KTHBHOCTI/I CpCIACTB
3allUThI, OCYHICCTBIKICMAsA II0 MCTOIOUKE, y‘{I/ITBIBaI-OHIeﬁ BCIO COBOKYIIHOCTb
TCXHUYCCKUX XAPAKTCPUCTHUK OICHHUBACMOI'O O6’I)€KT3., BKJIIO4YasaA TCXHHUYCCKHC
PCHICHUA U ITPAKTUYICCKYIO PCATIN3alIUI0 CPCACTB 3alllUThI.

3amurta AC H0KHA MpeaycMaTpuBaTh KOHTPOIb 3()PEKTUBHOCTU CPEACTB 3aIUTHI
ot HC/I. DTOT KOHTPOJIb MOXKET OBITh JIMOO MEPUOIUYECKUM, TUOO MHULIUUPOBATHCSA
10 MEpe HEOOXOAUMOCTH Moib30oBaTeneM AC Wi KOHTPOIUPYIOIIUMHA OpPraHaMHU.

B kauecTBe HApyHIMTEJISI pacCMaTpUBaeTCs CyOBEKT, UMEIOIINNA AOCTYI K padoTe co
mraTHeiME cpefcTBaMu AC u CBT kak wactu AC. Hapymmrenu kinaccupuiapyroTcs
II0 YPOBHIO BO3MOXXHOCTEHM, NPEAOCTABISEMBIX MM ITaTHBIMU cpeactBamu AC u
CBT. Bbigensiercst 4eTbipe YPOBHS 3THX BO3MOKHOCTei. Knaccudukamus siBisieTcs
MEpapXWYEeCKOM, T.e. KaXIbld CIEIyIOUMHA ypOBEHb BKJIOYaeT B  ce0s
(yHKIIMOHAJIbHBIE BO3MOKHOCTH MPEABLAYIIETO.

IlepBblid YPOBEHBb ONPEACTACT CaMblii HHU3KAM YPOBEHb BO3MOKHOCTEH BEICHUS
muanora B AC - 3amyck 3amau (mporpamMm) u3 (QUKCHpOBaHHOTO Habopa,
peanu3yoNuX 3apaHee MpeycCMOTpeHHbIE PYHKIIMU TT0 00paboTke nHpopMaium.

Bropoii ypoBeHns omnpezensieTcs BO3MOKHOCTBIO CO3/IaHUSI U 3allyCcKa COOCTBEHHBIX
IPOrpaMM C HOBBIMU (DYHKIHSIMU IO 00paboTKe HH(MOpMAIUH.

Tperuii ypoBeHb onpeieNsieTCs BO3MOXKHOCTBIO YIPABICHUS] (PYHKIIMOHUPOBAHUEM
AC, T.e. Bo3aeiicTBHEM Ha 06a30BOE MPOrpaMMHOE 00eCTICUCHHNE CUCTEMbI M Ha COCTaB
U KOH(pUTYpaIrIo €€ 000py10BaHMUS.

YeTBepThlii  yPOBEHb ONpEIECTACTCSI BCEM  O00BEMOM  BO3MOXKHOCTEM  JIHII,
OCYIIECTBIISIIOIIMX MPOCKTUPOBAHUE, PEATM3AIMI0 U PEMOHT TEXHUYECKUX CPEJICTB
AC, Bmioth 10 BkiItoueHHS B coctaB CBT cOOCTBEHHBIX TEXHHUECKHX CPEJCTB C
HOBBIMHU (PYHKIUSAMHU 110 00pabOTKe HHPOPMALIUH.

B cBoeM ypoBHE HapymIUTENbh SBISETCS CHEIUATUCTOM BBICHIEH KBaduUKaIWU,
3HaeT Bce 00 AC |, B YaCTHOCTH, O CHCTEME M CPEJICTBAX €€ 3alllUTHI.

K ocnoBHbIM crtoco6am HCJI oTHOCSTCS:

1) HemocpencTBeHHOE oOparieHue K o0bekTaMm goctyna. [losBieHue 3Toro crocoda
HCJI BO3MOXHO mnpu BbIOOpE HENPABWIBHOW MOJUTUKU HMHGOPMAILIMOHHON
0e30MacHOCTH, KOTJa OCTalOTCs BO3MOKHOCTH HEMOCPEACTBEHHOTO OOpalleHUs
CyOBEKTOB K OOBEKTaM JocTyna ©0e3 MOCPEIHHMYECTBAa MEXaHU3MOB 3alllUTHI.
Hampumep, ecniu B TabnMile pasrpaHUYeHHs] JOCTyNa HE OrPaHMYEHbl TMpaBa
M0JIb30BATENS 1O AOCTYIY K (ailinaM 1 Katajgoram;
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2) cOo3J1aHue MIPOrPaMMHBIX U TEXHUYCCKMX CPEJCTB, BBIMTOJHSIIOMINX
oOpamieHre K 0OBEKTaM JOCTyMa B 00xoa cpeAcTB 3ammuTtbl. ITOT crocod HCJI
MOSIBJISIETCS, €CJIM HMCIOJb3yeMble TPOTpaMMHBIC W TEXHHYECKHE CpPEICTBAa HE
MIPOBEPEHBI Ha OTCYTCTBHE HEACKIAPUPOBAHHBIX BO3MOKHOCTEH Wi B AC HMMEIOTCS
MHCTPYMEHTAJIbHBIC CPEJICTBA JIJIS CO3JaHMs IporpamMm. B 3ToM ciyyae uMeromuecs
WIN CHCIHMAIbHO CO3JIaHHBIC TMOJBb30BATEIEM CPEICTBA MOTYT UMETh BO3MOXKHOCTB
oOpamatbcss K OOBEKTaM 3alllUThl B O0XOJ] MEXaHHW3MOB 3alllUTHI, HUCIIOJIb3YS
HU3KOYPOBHEBBIC KOMAH/IbI;

3) Momudukamus CpeACTB  3aIIUTHl, MO3BoOJstomas  ocymectsuts HCII.
Monudukammsi cpeaCcTB 3alUThl BO3MOXHA NMPU HATUYUA B HUX KOHCTPYKTHBHBIX
ne(pEeKTOB, HAPUMEDP, <WIIOKOB» B MPOTPAMMHBIX CPEICTBaX, HE YJAJICHHBIX IOCIE
OTJaJIK{ IPOTPaMMBlI;

4) BHenpenue B TexHuueckue cpeactBa CBT wmmm AC  mporpaMMHBIX — HIIH
TEXHUYECKUX MEXaHHW3MOB, HAPYIIAIOIIKUX MPEANoIaraeMyto CTPYKTypy U (PYHKIIUU
CBT wmm AC u no3Bonsironux ocymectsute HC/I.

BrenpeHnue mporpaMMHBIX WM MPOrPaMMHO-ANIapaTHBIX 3aKJIaJoK, Kak MpaBHIIO,
MPOU3BOAMUTCS Ha 3Tame pa3padoTku u co3ganus cpenacts CBT. Yame Bcero, B
IPOrPAMMHBIE CPEICTBA BKJIFOYAKOTCS IMPOTPaMMHBIE 3aKJIAJKH THIIA «TPOSHCKOTO
KOHS», KOTOpbIE€ CHOCOOHBI Ha HECaHKUMOHMPOBAHHbIE JEWUCTBUSA, HalpuMep,
IepexBar IapoJis MOJIb30BATENS U IIepeIady €ro o CeTU CO3aTeNt0 3aKIaaKu.

O6ecneuenne 3amutel CBT u AC ocyiiecTBisercs:
1) cucremoii pasrpannyeHus goctyna (CPJl) cyObeKTOB K 00BEKTaM JIOCTYIIA;

2) obecnieunBaromumMu cpeactsamu st CP/I.

MeToabl 3aIIUTHI 0T HECAHKIMOHMPOBAHHOI'0 JA0CTYIIA.

Metoapl 3alUThl KOMITBIOTEPOB OT HECAHKIIMOHUPOBAHHOTO JOCTyIA JENSTCS Ha
MporpaMMHoO-anmnapaTHble M TexHH4eckue. [lepBbie OTCEKalOT HEaBTOPU30BAHHBIX
MoJb30BaTeNIC, BTOpPHIE  MpEeAHA3HAYEHBl  JUISl  HUCKJIIOUEHHS  (PU3MUECKOTO
MIPOHUKHOBEHUS MMOCTOPOHHUX JIFOACH B MOMEILICHHUS] KOMITAHUH.

CoznaBas cucteMy 3amuThl uHGopmanuu (C31) B opranuzanuu, cieayer yIYUThIBATD,
HACKOJILKO BEJIMKA IIEHHOCTh BHYTPEHHUX JJAHHBIX B TJ1a3aX 3JI0YMbIIIJIEHHUKOB.

JInss TpaMOTHOM 3alIUThl OT HECAHKUMOHMPOBAHHOIO JOCTYIA BAXXHO CJEJATh
N (14%0) 11 SIeH

e OTCOPTHUPOBATh W pazOUTh HMHPOPMAIMIO HA KIJIACCHI, OMPEIEIUTh YpPOBHU
JOMyCKa K TAaHHBIM JIJIs TTOJIb30BaTENEH;

e OIICHUTh BO3MOXKHOCTU Tiepefayu HHGPOpMAIMU MEXIAy IMO0JIb30BaTeIsIMU
(YCTaHOBUTH CBSI3b COTPYAHUKOB JAPYT C IPYTOM).
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B pesymbrare ATUX  MEpPONPUATUH TMOSABISIETCA  ONPEACICHHAs  UEpapXus
uHbOpMallMl B KOMIAHUHM. OTO JAaeT BO3MOXKHOCTb pa3rpaHUUYEHUs] OOCTyHa K
CBEJICHUAM JUIsl COTPYAHUKOB B 3aBUCHUMOCTH OT POJA UX AEATEIBHOCTH.

Aymut pmocTyma K JTaHHBIM = JIOJDKEH BXOJWTh B  (DYHKIIMOHAN CPEJICTB
uHpopManmonHoi 6e3omacHOCTH. [loMuMoO 3TOroO, MPOrpamMmbl, KOTOPhIE KOMITAHHS
pelmiIa UCI0JIb30BaTh, TOJKHBI BKIHOYATh CIIEAYIOIIME OMNIINU:

o ayTeHTU(UKALMS U UACHTU(PUKALMS IPU BXOJE B CUCTEMY;

¢ KOHTPOJb JIOMyCKa K MH(OPMALIUHU I MOJIb30BaTeNe pa3HbIX YPOBHEH;

o o0OHapyxeHue u peructpanus nonsiTok HCJL;

¢ KOHTPOJb pabOTOCTIOCOOHOCTH UCTIONIB3YEMBIX CHCTEM 3aIUTHI HHPOPMAIUY;

o obecneyeHre 0O€30MaCHOCTA BO BpeMsl NPO(PUIAKTUYECKUX WIH PEMOHTHBIX
paboT.

NnenTudukanua u avrearudunkanys nojab30BaTeJ1ei.

JIJist BBITIOJTHEHUST ATUX MPOIEAYP HEOOXOIUMBI TEXHUUECKHE CPEJICTBA, C MOMOIIBIO
KOTOPBIX MPOU3BOJUTCS ABYXCTYIEHYATOE OINPEACICHUE JIMYHOCTU U MOIIUHHOCTH
MOJIHOMOYM Tosib30BaTeNsl. HeoOXoquMo y4uThiBaTh, YTO B X0J/i€ UACHTHU(DUKAIIMH
HeoO0s13aTeIbHO YCTAaHABIMBACTCS JIMYHOCTh. BO3MOXKHO MpHUHSATHE JIFOOOTO JPYroro
UACHTU(UKATOPA, YCTAHOBICHHOTO CITY>k00# 0€301MacHOCTH.

[Tocne »Toro cnemyer ayreHTU(HKANMS — TMOJH30BATEIh BBOJUT Mapoib WU
MOATBEPKIAAET JOCTYIl K CHCTEME C TOMOIIbI0 OMOMETPUYECKHX IMOKa3aTelen
(ceTuarka riasa, OTIeYaToOK najabla, GopMa KUCTH U T. I1.). KpoMe 3Toro, HCnoas3yroT
ayreHTudukanuio ¢ momoinbio USB-TokeHOB uin cMapT-KapT. DTOT BapUaHT cliadee,
TaK Kak HET MOJHOM rapaHTUH COXPAHHOCTH WJIM MOJJIMHHOCTU TaKUX 3JIEMEHTOB.

3ammrTa 1anubix HA [TK.

Jns 3ammThl  mHQOpMAaNMM, XpaHSIIEHCS Ha JKECTKUX JUCKaX KOMITBIOTEPOB,
UCIIOJIB3YIOTCSI MHOTOCTyIEHYaThle cpefcTBa mudpoBaHus U aBTopuzanuu. [lpu
3arpy3ke ONEPAlMOHHOM CHUCTEMBbI MCIIOJB3YETCS CIIOXKHBIA IapOJib, KOTOPBIN
HEBO3MOXKHO TMMOA00paTh OOBIYHBIMH METOJaMU. B03MOKHOCTH BXO/a B CHUCTEMY
MOJIB30BATENISI CO CTOPOHBI HCKIIOYAeTcs myTeM ImudpoBaHus AaHHbx B BIOS wu
VCIIOJIB30BAHUs MapoJIey JJIsi BXOAA B pa3feibl JUCKA.

J171st 00060 BaXKHBIX YCTPOMCTB CIIEIYET UCIOJI30BaTh MOJIYJIb JIOBEPEHHOM 3arpy3KHu.
OT0 anmapaTHbId KOHTPOJUIEP, KOTOPBIM YCTAaHABIMBAETCS HA MATEPUHCKYIO ILIATy
KoMIibtoTepa. OH paboTaeT TOJBKO C JOBEPEHHBIMU MOJIB30BATEISIMU U OJIOKUPYET
YCTPOMCTBO MPH MOMBITKaX BKIFOUEHUS B OTCYTCTBUE BIIAJIEIIBLIA.

Takke MNpPUMEHAIOTCS KpuUNTOrpaguueckue MeToAbl MU(pPOBaHUS  JTAHHBIX,
[PEBPALIAIOIINE TEKCT «BHE CUCTEMBI» B HUUETO HE 3HAYaIMil HA0Op CUMBOJIOB.

Ot MCPOIIPpUATHA 00ecIeYnBaroT 3alIUTy CBCI[CHI/Iﬁ H IO3BOJIAAIOT COXPAaHUTb MX B
HETIPUKOCHOBCHHOCTH.
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OnpenejeHne YpoBHEH 3aIIUTHI.

C mMeTonyecKoi TOYKM 3pEHMS MPOLECC 3alUThl HH(OPMAIIMU MOKHO pa3/IeIUuTh Ha
YEThIpE dTamna:

e TMPENOTBpAIIEHHEC — MPOPIIAKTHICCKHE MEphl, OTrPAHWYEHHUE JOCTYIIa
TIOCTOPOHHHMX JIHIL;

o OOHapyXeHHUE — KOMIUICKC JEWUCTBUH, NPEINPHUHUMAEMBIX ISl BBISIBICHUS
3J10ynOTpeOICHNUI;

e OIrPAaHMYCHHWE — MEXAHWU3M CHWXKCHHS IOTepPh, ©CIU MPEABIIYIIHEe MEpPhI
3JI0YMBIITUICHHUKAM yIaJIOCh O00WTH;

e BOCCTAHOBJICHWE — PEKOHCTPYKIHS HWH(OOPMAIMOHHBIX MAaCCHUBOB, KOTOpas
TIPOU3BOAUTCS IO OJJOOPEHHOM M MMPOBEPEHHON METOTUKE.

Kaxx b1t aTan TpedyeT MCnoib30BaHUsI COOCTBEHHBIX CPEJICTB 3aIUTHI MH(OpMaIuH,
NPOBENICHUS]  CHENUaIbHBIX  MeponpusThuii. Heobxoaumo  y4uThIBaTh, UTO
IpUBEACHHOE pa3jiefieHue yCIoBHO. OJTHU U T€ K€ JIEUCTBUS MOTYT OBITh OTHECEHBI K
Pa3HBIM YPOBHSM.

CraHIapTHOCTh ~ ApXUTEKTYPHBIX MIPHUHIMIOB IOCTPOEHHUSA, OOOpYAOBaHUS H
MPOrpaMMHOr0  O0ECNEUEHUs  MEPCOHANBHBIX  KOMIIBIOTEPOB,  MOOUIIBHOCTb
MPOrPpaMMHOI0  OOECHEUYEHHsS] ONPENENSIOT CPaBHUTENBHO JIETKMM JOCTYN K
nH(popManuu, HaXOAAIIECHCs B IEPCOHATLHOM KOMIIBIOTEPE.

HecaHKIIMOHMPOBaHHBI JOCTYH K WH(OpPMAMU MEPCOHATIBHOIO KOMIBIOTEpA -
HE3aIUIaHUPOBAaHHOE  O3HAKOMJIEHHME, 00paboTKa, KONHWPOBAHHUE, MPUMEHEHHE
pa3INYHBIX BUPYCOB, MOAM(UKALNA WM YHUUYTOKEHUE MH(OpMaLUK B HapyILIECHUE
IIPaBUJI JOCTYIIA.

[Tox 3ammTol wHOOpPMAIIMKM MOHUMAIOT CO3JaHHE OPTraHU30BAHHOW COBOKYITHOCTH
CPEICTB, METOAOB M MEPONPUATHH, NPEAHA3HAYEHHBIX Ui NPEAYNPEKICHUS
UCKOKEHMS,  YHUUYTOXKEHHMS  WIM  HECAHKUMOHUPOBAHHOIO  MCIOJIb30BAHMS
3amumaeMoil mHpopmamuu. K HUM OTHOCATCS anmapaTtHble W MPOrpaMMHBIE
CpencTBa, KpUOTOrpauyeckoe 3akpbiTUEe HHOpManuu, (U3UYECKUE MeEpHI,
OpraHU3allMOHHbIE MEPONPHUATHS W 3aKOHOAATelbHble Mepbl. OOUH M3 METOJOB
3aIIUTHI - napoJibHas UAeHTUUKAIMS, OrpaHUYMBAIOLLAS JOCTYTI
HECAHKIIMOHUPOBAHHOTO NOJIb30BATEIIS.

Bxomtouenue 3amuThl B IPOrpaMMy CBSI3aHO € pa3pabOTKOW MporpamMM C 3ampOCOM
uHdopmaruu, T.. TpeOyromux Juisi CBOEH paboThl BBOJAA JIOMOJHUTEIHLHOMN
nHpOpMaIMU, TaKOW KakK IMapoJiM WM HoMmepa Kiroded. OgHako Takas IIpPOBEpKa
J0CTyIa K MporpaMMaM HJIM CHCTeMaM He JIOJDKHA CYIIECTBEHHO CKa3bIBAaThCA HaA
OBICTPOJCHCTBHM TIPOrpaMMBl WM  TpeboBaTh OT IIOJL30BATEISA  CIOMKHBIX
JIOTIOJITHUTEIIbHBIX JEUCTBUH.



13

Bropoii Bonipoc: TpeGoBaHus K BbIOOPY NAPOJISL.

Kaxnprii monp30BaTeh KOMIBIOTEpA WM MOOWIIBHBIX YCTPOWCTB CTAJIKHUBAICS C
HEOOXOIUMOCTBIO CO3J]aHUs MApOJIsl ISl 3alUThl CBOMX YUETHBIX JaHHBIX (ydeTHas
3aMUCh YCTPOMCTBA, AKKAYHTHl DSJIEKTPOHHOM IMOYTHI, HMHTEPHET OaHKUHTA WIH
conaibHON ceTu). OJIHAKO HEMHOTHE OTHOCSTCS K CO3/JaHUIO HAJIEAKHBIX Mapojel ¢
JOJKHOW aKKypPaTHOCTBIO.

[Ipexxne Bcero HaaeKHBIM Mapojb — 3TO MapoJib, OOJAJAIOIMMKN  CIETYIOUTUMHU
KauyeCTBaMU:

Caoxnoctb. K co3manuio mnaposiss HEOOXOOUMO TMOAOWTH OTBETCTBEHHO BHE
3aBUCUMOCTH OT BHJIa U BaXXHOCTH pecypca, rie oH OyAeT ucronb3oBarbes. [lpu
CO3/IaHUM CJIOKHOTO MAPOJIsi CTOUT NPUACPKUBATHCS CIICTYIOIINX MPABUII:

Jlnuna napoJis. [lapons 10mKEH conepKaTb HE MEHEE 8 CHMBOJIOB, a Jy4lle —
10 u 6onee.

Hanuune unudp u OykB BEpXHEr0 U HUXKHETO PETUCTPOB, UAYLIUX HE MOAPSA —
AAaaBBhb.

Hannyne crienuanbHBIX 3HAKOB — «(@», «$», «&» U T.71. (€ciu AOMYCTUMO UX
MIPUCYTCTBHE).

HecmoTpss Ha TO 4YTO MHOTHE peCypchl TpPH PETUCTPAIMH MPHUHYIUTEIHLHO
3aCTaBJIAIOT, MPUIYMaTh CIIOKHBIA Mapoib (TpeOysl ONMPENelCHHYIO IUIMHY Mapods,
Hajmuure mu@p 1 OyKB, a TAKXKE CHEIUAIbHBIX CHMBOJIOB), TIOJb30BATENIA 3a4aCTYIO
MPOCTO CTAPAIOTCS BBITIOJHHUTH ITH TPEOOBAaHWS, HE 3aJyMBIBASCh O HAJICKHOCTH
Takoro napoiia. B pesynpraTe momydaercs 4To-ToO oxoxkee Ha — p@ssword1234.

Ucnonb3zoBanne maposeit tuma «qwertyl234y», «abcd12345y», «p@ssword1234» nHe
rapaHTUPYyeT HAJEKHYIO 3alUTY JIaHHBIX, TOCKOJIBKY MPOTrpaMMBbI 1oa00pa mapoJie,
KOTOPBIMHU TOJB3YIOTCS 3JIOYMBIIIJIEHHUKH, B TIEPBYIO OUY€pe]b MPOBEPSIOT UMEHHO
TaKHe MapoJiu.

HanexHbIil maposib He AOJHKEH COJEPKaTh MMEHA, KIIMYKHA KUBOTHBIX WM HA3BAHUS
rOpOJIOB, a TaKke IUPHI JaThl POXKIACHUS Wi HoMmepa Tenedonos. [lapons Tuma
«M@shal990» Oyaer yragan mporpaMMaM# IO TOAOOpPY IMapOJiei, T.K. COMEPKUT
JIOCTATOYHO PACIPOCTPAHEHHYIO KOMOMHAIIHUIO OYKB.

YHukanbHocTh. /151 Kaxaoro pecypca HEOOXOJMMO HMMETh CBOW Mapoiib. ITO
00yCJIOBJIEGHO HEOOXOJMMOCTBIO 3alIUThl BCEX OCTAJbHBIX I0JIb30BATEIIbCKUX
pECYpPCOB IPU KOMIPOMETALMN MTAPOJIsl OTHOTO pecypca.

IHapoas poskeH OBITH M3BECTEH TOJbKO MO0Jb30BATENI0, HWHAYE€ HHUKAKOU
HAJEKHOW 3alUTHl YK€ OBITh He MOXeT. HexenmaTeiapbHO 3amuChIBaTh Mapov Ha
Oymare U Tem Oojee Aep)KaTh STH 3alUCH PSIJAOM C KOMIBIOTEPOM B OTKPBITOM
nocTyne s Bcex. Kpome Toro, He peKOMEHAyeTCsl BBOJUTh CBOM MApPOJIM HA caiTax
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[0 TPOBEPKE HAAECKHOCTHU MAPOJIEH, TaK KAK OHU MOTYT OKa3aThbCs JIOBYIIKAMU
IUJTS TIAPOJIEH.

Kaxk BbIOMpaTh (co31aBaTh) Ha/IEXKHbIE MAPOJIN
1. 'enepanus napoJisi ¢ TOMOUIbIO CIIEIUAJTU3MPOBAHHBIX POTPAMM.

Tem nosb3oBaTeNsiM, KOMY CJIOKHO MPUyMaTh HaJACKHBIA MApOb CAMOCTOSTENBHO,
MOXXHO TOPEKOMEHAOBATh BOCIOJIb30BaThCSl CEPBUCAMU IO TEHEPALMHM HaJISKHBIX
naposneit. Ilpu HEOOXOOUMOCTH NporpaMma CreHEpUpyeT IMapoJib HEOOXOAUMOM

JJIMHBI, ¢ HAJIMYHUECM CIICHUAJIBHBIX CUMBOJIOB H 6YKB Pa3HbIX PECTUCTPOB, HAIIPUMCD —
$y@85u!K1n3x.

BaxxupiM TpeOoBaHMEM SBISETCA TO, 4YTOOBI 3TO OblIa HWMEHHO TIporpamma,
YCTAHOBJICHHAs HA YCTPOWCTBE, a HE OHJAWH CEepBUC. B MNpOTUBHOM cCiyuvae,
CTeHEPHUPYEMBI TMapojb MOXKET ObITh M3BECTEH HE TOJBKO IOJIh30BATEN0, HO U
nornacTh B 0a3bl 370yMbIIIeHHUKOB. K oddutaiin cepercam moxxno otHectH: ViPNet
Password Generator, Random password generator, Drowssap.

2. CamocToATEIBHOE CO31aHUE mapoJis ¢ NIoMombIo cBOeil METOIUKH.

TpeGopaHvAa K O6GLIYMHOMY TpeGopaHMAa K NaponLHoiA
naponwo Pppaze

s MveeT MUHUMYM 8 cvnmBoOnos; '“‘y)KHO xoTa 6 16 CVMMBONOB,;
e Brnwouvaer B cebn 3arnasHbie Brnovaer 8 cebs sarnapHyro
N CTPOUHLIE BYKBEI; 6ykay nian umdgpy

= Brmovaer a cebs ognH i Gonee
cnmBonon (@, #, $ v 1.4.);

* Ianpeuwlaer cnoBa ra cnosaps;

- BanpeLu.ae*r SANHHYHO
MH¢)OpMaquO nons3oesarens

TpeboBaHMA K HAAEXXHOMY NMaponko:

1. Maponsb gon>eH 6bITb CeEKpeTHbLIM
2. Mapone gonrxeH BbITb A/TMHHBIM
3. NMapone gomKeH G6bITe TRYAHO yraabiBaeMmbiMm

4. Maponb HEe A0/IXXeH NpeacraB/AaTb coboi
pacnpocrpaHeHHble cioBa, MMmeHa, Ha3zBaHuA

5. Maponb gon>KeH BbiITh CNOXKHbBIM
6. lMaponb Ao/mKeH peryiapHo MmeHATbCA
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IHapoJbHas naeHTuuKaAnud.

[Taposs - 3TO KOJI, HCIIOJIB3YEMBIH JIJIs MOJYUYECHHS JTOCTYyNa K cUcTeMaM Wid ¢aiaaM,
OCHAIIICHHBIM MapOJILHOW 3aIUTOM.

[Taponu oGecneynBarOT COXpaHEHUE LETOCTHOCTU MPOTPAMMHOIO OOECleYeHUusl B
COCTaBE BBIUMCIUTEIBHOM CHUCTEMbI, HO IS MOAJAEpX aHUs Tapojiell Tpelyercs
BBICOKAs AUCUUILUIMHUPOBAHHOCThb. lIpy mepBOM perucrpauuu MOJIb30BaTENS
aIMUHHCTPATOP OIpEEseT KpPyr IOJHOMOYMHU I TOJYyYEHUS M HU3MEHEHUS
uH(GOPMAaLIMU WA BBITIOJHEHHS OINPEACTICHHBIX YIPABIAIOMNX JACUCTBUN B CUCTEME,
PYKOBOJCTBYACH €ro Mpo(hecCHOHATBHBIMH OO0SI3aHHOCTAMU U JIOJDKHOCTHBIMU
MHCTPYKLMSAMHU. 3aTe€M MOJIb30BATENIO Mpenaraercd BBECTH CBOM Mapoiib COTJIACHO
mpaBWiiaM, TPHHATBIM B JaHHOW cucrteMe. Metoq maponeir TpedyeT, dYToObI
BBOJIMMBIH MOJIB30BATENIEM NApOJb (CTPOKAa CUMBOJIOB) CPABHUBAJICS C TEM, KOTOPBIN
XPaHUTCSA B BBIYMCIHUTEIBHOW CUCTEME JUISl JAHHOTO IMOJb30BaTens. Ecim maposib
BEpPEH, CHCTEMa JOJDKHA BBIBECTH HA JKPaH TEpPMHUHAajIa JaTy U BpeMs IOCIIEIHErO
BXOJla B CHCTEMY 3TOrO IIOJIb30BAaTENsl. 3aTEM IOJIb30BATENO IPEAOCTABIIAECTCS
BO3MOKHOCTh I0JIb30BaThCSl BCe MHQOpMAIMEN, T0CTyll K KOTOPO eMy pa3pelleH
(maposim MOXKHO TakKXe MCIIOJb30BaTh HE3aBHUCUMO OT IIOJb30BATENsl JUIS 3alUThI
¢aiinoB, 3anucel, Mojei JaHHBIX BHYTPHU 3alUCel U T.1T.).

Ilapons
MpOCTOH 3ampoc OTASIBHBIX TApOoIb OTHOKPATHOTO MeToI ““3ampoc-
ANk _{CHMEOJOE IIapoJIi HCIIOIB30BaHHA OTBeT”
PeasgmM pyKOIOKATHI
IlIndposanne napoia P3

Puacynok 7.2 - BEOw naponeH

IIpocroii napoas

ITpocToH mapors - BBOAHMAA MMOTH30BaTeleM C KIaBHATYpHl CTPOKAa CHMBOIOB. B cxeMe ¢
IIPOCTHIM MAPOIIeM IOTL30BATEN PaspemaeTcsa caMoMy BRIOHpATh apoib TAKHM 06pazoM, YTo0k!
ero ObLTO Terko 2allOMHHTE. 1HOTIA B pAIy CHMBOJIOR NAPOIA H B KOHIIE eT0 OCTABIIAKT IPOoGeEL.
Otnnupe JeficTBHTENBHOTO Hapold 0T Kakymerocd (Oe3 mpoGemoR) MOBBINIACT 3aIMHIIEHHOCTh
CHCTEMBI.

[Tombop mapoms myTeM TpocToro mepebopa KOMOHHAIHH mTpeamonaraeT mepeGop Beex
BO3MOKHBIX COYeTaHHH CHMBOTOB B Tapore. Bpema, HeoOXomumoe A7mf pasraiblBaHHA NapoOIt
MeTOZIOM IIpocToro nepeGopa, ABIAETCA reoMeTpHUECKOH IporpeccHel 0T ITHHBI IAPOIA, HO eCTh
pa3THYHEIE KPHEBIE, 2ABHCAITHE OT pazMepa anharHuTa, Ha OCHOBE KOTOPOro OBLT CO2IaH Iapolb H
0T pazMepa Habopa CHMBOJIOE, T10 OTHOIIEHHIO K KOTOPBIM PaccMaTPHBAKTCA PA2THYHEIE IAPO.IH.



16

[TapomH OJHOKpAaTHOTO HCHONB30BAHHA MOTYT TPHMEHAThCA TaKkKe IIA YCTAHOBIEHHA
MOTHHHOCTH TOATBEpEIeHAS 06 oTkmodeHHH OBM oT ofcTyxHBaHHA TOTB30BATENd H
MOATBEPAISHHA MOTHHHOCTH TpeGoBaHHA moas30BaTend 06 oTkIrodeHHH oT DBM. Besknit pas,
KOT/la mosTydeHo TpebGoBaHHe TMomb30BaTend 06 oxondaHHH paborsr, 3BM HememteHHO mepenaet
€My CBOH IIapollb OJHOKPATHOIO HCIOJB30BAHHA H IPEpEIBAeT CBA3G. ECIH IOIB30BATENh
OTKIYaeTcd H He NO0Iy4aeT HCTHHHOrO mapoiad or DBM, eMmy cieqyeT IpHHATE MEPEI
IPEI0CTOPOKHOCTH.

Tpernii Bonpoc: DJIEKTPOHHAS MMOANHUCH.

DnexTpoHHas noanuck (A1) — nadopmalus B 3IeKTPOHHOII dopme, KO-
Topas IpHCcOeJIHHeHa K Apyroil HHpopMalul B 3J1eKTPOHHOMH (GopMe (IIOAIHCHI-
BaeMoil HH(popMallH) WIH HHBIM 00pa30oM CBsi3aHa C Takoil HHQopMalueil H
KOTOpas HCIOJIb3YeTCH LA ONMpeieeHus JIHIA, IIOAMHCEIBAIONIIEro HH(popMa-
IHIO .

DI npejcraisieT co00il KOMOHHAIIHIO CHMBOJIOB, KOTOpast GopMHupyeTcs
B pe3ylbTaTe MaTeMaTHYeCKoro IpeoOpa3oBaHHs HCXOJHOIO JOKYMEHTa IIpH
IIOMOINH CIIeIHaIbHOro IporpaMMHoro odecrneuenus. JI1 godasisieTcs K HC-
XOJHOMY JOKYMEHTY IIpH IepechblIke, U JIH000e H3MeHeHHe HCXOJHOIO JOKY-
MeHTa jenaeT 3Ty DII HexelicTBuTenbHOIl. Takum oOpa3zom, DII Oe3omuboyHO
yKa3blBaeT Ha IIOJUIHHHOCTh H aBTOPCTBO, He MePeHOCHTCS C OJHOTO JIOKyMeHTa
Ha J[PYroil JIOKYMeHT, 3alliilaeT MOANICaHHBIH JOKYMEHT OT IO/Ie/IKH, a TaK-
’Ke OT H3MEeHEeHHs HJIH HCKaKeHHs HHGOpMaIlii.

DI ocHOBaHAa Ha AacCHMMETPHYHOM KpHIITOrpadHyeckoM aJropHTMe
Oco00eHHOCTBIO TAKOTO alrOpHTMA ABIISETCS TO, YTO HCIOIB3YIOTCS Ba Pa3Hbl
KIJII0Ya: OJHH KJII0Y Ul 3alIu(poBaHis] HHGOPMAIH, a BTOPOIl, KOTOPBII CIIE
LHAJbHBIM 00pa30M IIOJIy4eH H3 [IepBOro H OTIHYEH OT Hero, — Ul ee paciug
pOBaHUA.

Kiiou 2J1eKTpOHHOI MOJAIMHCH — YHHKajJdbHas I10CJIeI0BaTeIbHOCTh CHM
BOJIOB, IIpe/IHa3HaYeHHasl /Ul CO3/{aHHs 3JIeKTPOHHOI IMOAIIHCH.

ITepBbIil KIH0Y SBISETCS CEKPETHBIM — 3aKPHITBIM (JIHYHBIM) KIFOYOM, O
H3BECTeH TOJIBKO JIHILY, IIOANHCHIBAIONIEMY JOKYMEHT. BTOpoIl KiIr0d Hecekpel
HBIIl — OTKPBITHII K04, OH MOXKeT ObITh H3BeCTeH JII000MY IMOIydaTelro ek
TPOHHOTO JIOKYMEHTa.
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OTKpBITHIH K1Y ITyOJHKyeTcsi Ha caiiTe yJAOCTOBepsIoIlero IeHTpa,
yciyramu KOTOPOTO NOJIb3yeTcs Bilajesell KIro4da, a 3aKphITHIil K109 OH XpaHHUT
CO BCeMH BO3MOKHBIMH MepaMH IIPeJOCTOPOKHOCTH.

VI sBIsAeTCs CHCTEMOIl yIpaBieHHs KIOYaMH B paMKax KpHOTorpadpu-
YecKOIl CHCTeMbl Ha OCHOBe HHPaCTPYKTYpPhl OTKPBITHIX KIIOYEH (3aKpBITHIH
KJIIOY H3BEeCTeH TOJIBKO €ro BIIaJesbIly).

V11 co3naeT cepTH(HUKAT OTKPHITOrO KiIl04a H TaKHM 00pa3oM yJI0CTOBe-
psieT 3TOT KoY.

VII nmoaTBep KaaeT IIH ONpoBepraeT NPHHAIEKHOCTh OTKPBITOrO KiIroda
JIHIy, KOTOpOoe BiajJeeT COOTBETCTBYIOIIHM 3aKPBITBIM KIHOUOM. YIOCTOBeps-
FOINHII IeHTPp — 3TO OpraHH3allisi, KoTopas BEIIyCKaeT cepTH(HKAThl KIKOUeil
nposepku DII M oTBedaeT 3a yIpaBieHHe KpHITOrpapHYeCKHMH KIOYaMH
1oJjib3oBareseil. OTKphIThIe KIOYH H Jipyras HHpopMalHs O I10JIb30BaTesX
XPpaHHTCS YIOCTOBEPSIOMINMH e HTpaMH B BHJle IIHPPOBBIX CepTH(HKATOB.

CepTHduKaAT — ITO IEKTPOHHBII JOKYMEHT HIH JOKYMEHT Ha OyMaKHOM
HOCHTeJle, BBIJaHHBIE YJOCTOBEPSIOMHM LEHTPOM JIHOO0 JOBEpEeHHBIM JIHIIOM
YAOCTOBEPSIONIEro IeHTpa H MOATBepKIalolie MpHHANIEKHOCTh KIoua Mpo-
BEpKH 3JeKTPOHHOII MOIMNCH BlIaJelblly cepTH(HKaTa KIoua IMIPOBEPKH K-
TpoHHoiT mommcH’.

BrigaBas ceprudukar, YII yaocroBepseT NOJIHHHOCT CBSA3H MeXIY OT-
KPBITBIM KIIOYOM monb3oBarens YI[ u nHdopmanueil, ero HiaeHTHGUIHPYIO-
meil. 1 xmrou, u cepTHHKAT XpaHATCS B (ailtax. J[asg Toro, 4ToObl HHKTO,
KpoMe Blajeiblia MOAIMICH, HE MOT BOCIIOJIB30BAaThCS 3aKPBITHIM KIFOYOM, €ro
OOBIYHO 3aIHCBHIBAIOT HAa CHEMHBII HOCHTENb KiIoda (Hampumep, «PyTOKeH»).
JI1st TOTIOJTHUTEe IBHOI 3aIlHTHl ero cHadxaT PIN-kozom. i co3aHus dJIek-
TPOHHOI MOAIHNCH HeoOXOAHMO BBeCTH IIpaBHIbHOe 3HayeHHe PIN-koja. Cep-
TH(HKAT COAEP/KUT BCIO HEOOXOAHMYI0 HHGOPMAIUIO Ul IIPOBEPKH JIEKTPOH-
HOIl mognucH. J[aHHBle cepTH(HUKATa OTKPHITH H IMyOIHYHBL. I103TOMYy OOBIUHO

cepTH(dHUKATH XpaHATCS B XpaHMWIHIE CepTH(GHKATOB OlepallliOHHOI CHCTEMBI.
7
I1, KoHe4HO, Bce cepTH(HKATHI Bcerja Xpausarcsa B VI .

Cxema mudpoBOH MOANUCH - HAOOP AJITOPUTMOB U IIPOTOKOJIOB, ITO3BOJISIOIINX
MOCTPOUTH WH(DOPMAITMOHHOE B3aUMOJICHCTBUE MEXIY ABYMS U OOJiee ydaCTHUKaAMHU
TakuM o0Opa3oM, 4dYTOOBI (akT aBTOPCTBA TMEpPEJAaHHOTO MAacCHUBa JIAHHBIX,
«MOJMUCAHHOTO OJHUM W3 YYaCTHUKOB», MOT OBITh HAACKHO TMOJTBEPKICH WIH
ONPOBEPTHYT TPETHEH CTOPOHOM.
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Jlrobass cxema 1mdpPOBONM  MOAMUCH MPEANOJaraet noOaBiieHHE K
MOJIMMCBIBACMOMY MAaCCHBY JIaHHBIX JIOMOJHUTEIIEHOTO KOJa - MU(POBOW TOJITHCH,
BBIPA0OTaTh KOTOPYIO MOJXKET TOJIbKO aBTOP COOOIICHHMS, OOJIATarONINi CEKPETHBIM
KJTIOYOM ITOJIKCH, a BCE OCTAJIbHBIC MOTYT JIMIIb IPOBEPUTH COOTBETCTBHUE ITOM
TIOJIITMCH TIOITUCAHHBIM JTAaHHBIM.

[Ipouenypa OIII Ha 6a3ze acUMMETPUYHOTO KPUNTOIPAPUUECKOTO aIropuTMa
BKJIFOYACT B ce0s TPOIEIypbl BBIPAOOTKM W TMPOBEPKHA TMOANMKMCH TIOJ JTaHHBIM
cooOmenuem. [udposast noanuck, cocTosmas U3 JIBYX ILEJIbIX YUCEN, BBIYUCISAETCS C
TIOMOIIIBIO OIPEICTICHHOTO Habopa MpaBuIL.

OUII o6ecnieunBact:

3amuTy OT M3MeHeHuil nokyMmeHTa. [Ipu mob6oM ciiydyailHOM WM MpeaHaMEPEeHHOM
M3MEHEHUU JOKYMEHTA (WU MOJINKUCH) MOANKUCH CTAHET HEJIEUCTBUTENIBHOM, TOTOMY
YTO BBIYMCJIEHA OHA HAa OCHOBAaHMM MCXOJHOIO COCTOSIHHAA JOKYMEHTa |
COOTBETCTBYET JIUIIb EMY.

HeBo3MOKHOCTB OTKa3a OT ABTOpPCTBA. Tak kak CO31aThb KOPPCKTHYIO ITOAIINCh MOKHO
JIMIIb, 3Has SaKpLITBIﬁ KJIIF0OY, @ OH HU3BCCTCH TOJIBKO BJIAACIIBIY, TO BJIAACJICI] HC
MOKET 0TKa3aThbCs OT CBOCH IMOAIMCH ITOJA JOKYMCHTOM.

Yereéproiii  Bonpoc: OcHOBHbIC M0JI0KeHUA JIOKTpUHBL MHGOPMANMOHHON
oesonacHocT Poccuiickoii @enepanum.

OcHoBHbIe TOJI0KEeHUS JlOKTpuHBI MH(pOpMaIMOHHON Oe3onacHocTH Poccuiickoit
@enepanny MpeACTABICHBI B IPHWIOKEHUU Ne 1 K JTaHHOMY IJIaH-KOHCIIEKTY.

IIareid  Bompoc: KoMObHOTEpHBbIE BHPYChbI:  METOAbl __ PACHPOCTPAHEHUS,
npohnIaKkTuKa 3apakeHus.

Ilecroii Bonpoc: 3amurTa MHGOPMALNY 0T KOMIIbIOTEPHBIX BUPYCOB.

CBeneHns O BUIAX KOMIIBIOTEPHBIX BHPYCOB, AHTUBHPYCHBIX CpPENCTBAX 3allMTHI,
AHTUBUPYCHBIX ITPOTpaMMax, MPEICTABICHBI B MPpUJIOKeHUU Ne 2 K JTaHHOMY ILJIaH-
KOHCIIEKTY.



