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Paznen 1. «<Mudopmanns u uHGoOpMAIIUOHHAA 1€ATETLHOCTD
YeJI0BEKA.»

Tema Ne 1.9: «MudopmanuonHasi 0e30MacHOCTb M TPEHAbI B
pa3sBUTHH HU(PPOBLIX TEXHOJIOTUI; PUCKH U MPOTHO3bI
HCIO0JIb30BAHUS MU(PPOBHIX TEXHOJOTHH MPHU PelICHUH

npo(ecCHOHAIBbHBIX 321a4.»
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JlekunonHoe 3ansaTHe (YacTh 1)

no Teme Ne 1.9. «MupopmanmoHHasi 0e30MaCHOCTL M TPeHAbl B Pa3BUTHH
UM(PPOBBIX TEXHOJIOIWH; PHUCKH H MPOrHO3bl MCHOJb30BAHUA NHPPOBBIX
TEXHOJIOTHi NIPH pelieHuH NPo(decCHOHAIBHBIX 3a124.»

Heab 3aHATHA: U3YYUTH CO CTYJECHTAMU OCHOBHBIE CBEACHUS 00 MHGOPMAIIMOHHON
0e30macHOCTH, 3aimuTe HHGOPMAIMK, TPEHIbI B Pa3BUTUU IUGPOBBIX TEXHOJIOTHIA;
PUCKM U TPOTHO3bI MCMOJB30BaHUS IUGPOBBIX TEXHOJIOTUNA TMPU PEIICHUU
npodeccroHanbHbIX 3a/1a4.

Bua 3aHATHSI. KJIACCHO-TPYIIOBOE, KOMOWHHUpPOBAaHHOE (IO IPOBEPKE 3HAHUM,
YMEHHUH 0 NPONAEHHOMY MaTepually, 110 U3YYEHHUIO U MEPBUYHOMY 3aKpEIJICHUIO
HOBOTO MaTepHaa).

MeToa npoBeieHHsI 3aHATHSA  TOBEJCHUE TEOPETUUECKUX CBEICHUM.
Bpems npoBeaenus: 2 4 (90 MuH.)

OcHOBHBIE BOIPOCHI:

1. UudopmanmonHas 06€30MacHOCTh. 3amuta UHGOPMALUK OT HECAHKI[MOHUPOBAH-

HOT'O JOCTYyIaA.

TpebGoBaHus K BIOOPY HapoJIs.

DJIEKTPOHHAS TTOAIHUCH.

OcHoBHbIe TIoNIOkEeHUST JJoKTpuHBI MHGOpMALIMOHHON Oe3onacHocTu Poccuiickoi

denepanum.

KoMmnbroTepHble BUPYCBI: METO/IBI paCPOCTPAHEHNUS, TPOPUITAKTHKA 3apasKEeHUS.

3amuTa nH(GOpPMALIMK OT KOMITBIOTEPHBIX BUPYCOB.

Tpennb! B pa3BuTHU MUMPOBBIX TEXHOJIOTHUH.

Pucku u mporHo3sl pa3BUTUS LUQPPOBBIX TEXHOJOTUH MpU  PEUICHUU

npodeCCHOHABLHBIX 3a]1a4.

9. IlpumeHeHune 00MaUHBIX TEXHOJIOTUN HA POCCHICKUX JKeNe3HBIX JOporax.

10.ITpumenenne tHU@POBBIX TEXHOJOTHA TPH IKCIUTyaTallid MYTEBOTO XO3SHCTBA
Poccuitckux xene3Hpix Jopor.

11.TIpumeHenne nUPPOBBIX TEXHOJIOTUHM MPU SKCILTyaTalluu 3AaHUI U COOPYKEHUI B
P®, na Poccuiickux xene3Hbix 10porax.

B wno

N O

Jluteparypa:

1. [2 yueOnuk pasnena «OCHOBHOW ydeOHOW nuTepaTypb» paboueil MporpaMMbl
n3ydeHus: aucruiuinesl|: [aBpmiios, M. B. Uudopmatuka. ba3oBwiii ypoBEHb.
10—11 xmaccel : yueOHUK i cpeaHero oomero oopazosanus / M. B. I'aBpuiios,
B. A. KnumoB. — 5-¢ u3j., nepepab. u non. — Mocksa : U3parensctBo FOpaiiT,
2023. — 352 ¢. — (O6meobpazoBatenbabiid uki). — ISBN 978-5-534-16226-4.
— Texkct : anextponHbll // OOpazoBarenbHas miardopma FOpait [caiiT]. —
URL.: https://urait.ru/bcode/530644, rmassr 11-12.

IIpuMepHBINA pacyeT BpeMeHM:


https://urait.ru/bcode/530644

1. BcrynutenbHas yactb — 20 MUH.
2. OcHoBHas yacTh — 60 MuH.
3. 3axmrouureibHas 4acth — 10 MuH.

BerynuresbHas 4acTh:
3aHsATHE HayaTh C OOBSIBICHUS TEMbI 3aHSTHUS, OCHOBHBIX pPacCMaTpPUBAEMBIX
BOIIPOCOB, BPEMEHU M3YyYEHHsI TE€MbI (HOBOTO MaTepuaa), 3aKperieHUs] Ha MPaKTUKE
MOJIYYEHHBIX 3HAHUH, MEPEUHUCICHUS JIUTEPATYPHI.

OcHoBHas yacTh (TeopeTHYeCKan):

IepBoiii Bonpoc: UHdopmannonHas 0e30nacHOCThL. 3amura uHGoOpMauuu oT
HECAHKIIMOHMPOBAHHOIO J0CTYNA.

Nudopmannonuas 60e30MaACHOCTb.

Ecnu xomnanusi XpaHut OyXraiatepckyro MH(POpPMAIUIO, KIUEHTCKYI 0a3y, aHKETHI
COTPYJHHMKOB WJIM KOPIOPATUBHBIC TAalHBI, TO BAXKHO, YTOOBI ATH JIaHHBIE HE MOMaIH
HE B TE€ pyKd, TO €CThb OBUIM 3alUIIEHBI. 3allUTOW JaHHBIX 3aHUMACTCS
uH(popMaImoHHast 0€30MaCHOCTb.

HNupopmanronHas 0€301MacHOCTh — 3TO Pa3IMYHBIC MEPBI M0 3aLUTe UHPOPMAIUH
OT TOCTOPOHHHUX JjHil. B aonudpoByro 3moxy Juisl 3aliuThl MHOOPMALMK JTFOIH
3aMUpaId BaXKHBIC JOKYMEHTHI B CEH(bI, HAHUMAJIN OXPAaHHUKOB U IMHU(POBAIN CBOU
coolmieHus Ha Oymare.

Ceityac yarie 3anunialoT He OyMakHY10, a IU(poBYyI0 MHPOPMAIUIO, HO MEPHI, IO
CYTH, OCTAJIMCh TEMH K€: CHEIIUAIHUCTHI IO HHPOPMALIMOHHON 0€30MacHOCTH CO3/Ial0T
3aIlMIIEHHBIE MPOCTPAHCTBA (BUPTYyaJbHbIE «CE(BI»), YCTAaHABIMBAIOT 3alIUTHOE
I[I0 Bpome  aHTUBUPYCOB  («HAHMMAIOT  OXPAHHHMKOB») W  HUCHOJIB3YIOT
Kpunrorpadguueckre MeTo bl 1S ¢ poBanus MuppoBor HHOOPMAITUH.

Onnako mupoByr0 HHGOPMAIHIO TOKE HY)KHO 3allUIIAaTh HE TOJIHKO BUPTYaIbHO, HO
U ¢u3uYecKu. AHTUBUPYC HE MOMOXET, €CJIM IMOCTOPOHHUN MOXUTUT CaM CEpBEp C
BOKHBIMH JIaHHBIMU. [109TOMY UX CTaBIT B OXpaHsEMbIE TOMEIICHUS.

3a 4yro oTBeYaer MHMOPMANMOHHAA 0€30MACHOCTH ?

Ona oTBe4aeT 3a TpU BelIM: KOHPUACHIMAIBHOCTb, LEIOCTHOCTh M JOCTYIMHOCTb
uHpopmaruu. B koHuenuuu WHGOPMAIIMOHHONW OE€30MaCHOCTH UX Ha3bIBAIOT
OPUHLKIIAMU UTHPOPMALIMOHHOM 0€3011aCHOCTH.

KondunaeHunaabHOCTh 03HAYAET, YTO JOCTYH K MH(POPMALUHU €CTh TOJIBKO Y TOTO,
KTO MM€ET Ha 3T0 mpaso. Hampumep, Baml maposib OT 3JEKTPOHHOW IMOYTHI 3HAETE
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TOJIKO BBI, U TOJIBKO BbI MOJKETE YUTATh CBOMW MUChMa. ECIIM KTO-TO y3HaeT mapoJib
WIK JPYTHM CIIOCOOOM TOJYYUT JIOCTYIT B TOYTOBBIH SIIHK, KOH(UICHINAILHOCTD
OyneT HapyIeHa.

LenocTHOCTH O3HauaeT, 4TOo HMH(OpPMAaLMsS COXpAaHAETCS B IOJHOM OOBEME U HE
u3MeHsieTcss 0e3 BegoMa Biaaenbla. Hampumep, Ha Baieil 3J€KTPOHHOM modrte
XpaHATCS NMUCbMA. ECiM 3J0yMBIIIJIEHHUK YIAIUT HEKOTOPbIE WM W3MEHHUT TEKCT
OTJEJBHBIX ITUCEM, TO 3TO HAPYLIUT LIEJIOCTHOCT.

JIOCTYIIHOCTB 03HAYaET, UTO TOT, KTO UMEET MPaBO Ha TOCTYH K MH(OPMALIUU, MOKET
ee nonyuutb. Hampumep, BBl B 110001 MOMEHT MO>KETE BOWTH B CBOIO AJIEKTPOHHYIO
noutry. Ecimm Xakepbl aTakyrloT cepBepbl, IouTra OyJIeT HEAOCTYIHA, 3TO HapyLIUT
JNOCTYTIHOCTb.

Kakas ObiBaeT HHpoOpManus U KaK ee 3alMINAIOT.

Uudopmaruss  ObiBaeT  oOmiegoctynHass W KoHQuaeHmuanbHas. K
oOIIEOCTYITHOM MMEEeT JOCTYI 000U 4YenoBeK, K KOH(MUIEHIUATbHON — TOJBKO
OT/ICJIbHBIC JIUIIA.

MoxeT mokaszaTbCs, YTO 3allUIIATh OOIIEAOCTYIHYI0 HUH(POPMAIUIO HE HAJO.
Ho Ha o6menoctynHyto uH(GOpMalMIO HE PaCIpOCTPAHSETCS TOJBKO MPUHITUI
KOH(UJIECHIIUMAIIBHOCTH — OHA JIOJKHA OCTaBaThCsA IIEJIOCTHOCTHOM M JOCTYITHOM.
[ToaToMy wuHpOpMaLMOHHAs 0€300aCHOCTh 3aHUMAETCS M OOIIEIOCTYITHON
uH(popmanuen.

Hanpumep, Bo3bMeM uHTEpHET-Mara3uH. KapTtouku ToBapoB, cTaTbu B OJiOTE,
KOHTaKThl TMpOJaBIla — BCE OTO 0OmenocTynHas uHGOpMAIs, €€ MOXKET
nmpocMaTpuBath Jt000i. Ho nHTepHET-Mara3uH Bce paBHO HYKHO 3alIMINATh, YTOOBI
HUKTO HE HApyIIUJ ero paboTy, HalpuMep, HE M3MEHWI BXXHYI0 HHGOPMAIHIO B
KapTOYKaX TOBAPOB WJIU HE «YPOHUID» €TO CaWT.

['maBHas 3amaua mHpoOpmarmoHHoU Oe3omacHoctd B IT u He Tonmbko — 3amuTa
KoH(pueHnansHoi nHpopmaruu. Ecnu 1ocTyn K HEl MOMy4YUT MOCTOPOHHUH, ITO
NPUBEACT K HEMPUATHBIM TOCIECTBUAM: KpaKe JCHET, oTepe MPUObUTH KOMITAaHHH,
HapyIICHUIO KOHCTUTYIITMOHHBIX MPAB YEJIOBEKA U JIPYTUM HEIPUATHOCTSIM.
Nudopmarus ObiBaeT o6OmieaoctynHas U KoHpuaeHuanbHas. K obmenoctynHoi
UMEET JIOCTYT JIF0OOM YesIOBEK, K KOH(PUISHIIMAITBHON — TOJIBKO OT/IEJIbHBIC JIUIIA.

OcHoBHBIE BHIbI KOHMHIeHIIHAILHOM HHOPMAITHH.

[Tepconanbubie nanubie. MaGOopManus o koHKpeTHOM uenoBeke: PUO, macmopTHbIe
JaHHbIe, HoOMep TeneoHa, puznosornueckue 0COOCHHOCTH, CEMEITHOE MOJIOKEHUE U
npyrue panneie. B Poccum nedictByet 152-D3 — 3ak0oH, KOTOpBHIH 0OSI3bIBAET
OXpaHsATh 3Ty MHPopMalnio. Mbl MOoAPOOHO pacckas3biBalii 00 3TOM B cTathe «Kak
BBITIOTHUTE 152-D3 0 3anuTe nepcoHalbHBIX JaHHBIX U YTO C BaMU OYyJIE€T, €CIU €Tro
HE COOJIIOIATh).

Tor, kTO0 paboTaeT ¢ MNEpPCOHATLHBIMU JAHHBIMHU, OOS3aH 3alUIIaTh MX U HE
nepeaaBaTh TPEThUM JmmaMm. MHbopMamms 0 KIMEHTaX U COTPYAHUKAX OTHOCHUTCS
Kak pa3 K NepCOHAIbHBIM JaHHBIM.


https://mcs.mail.ru/blog/chto-takoe-personalnye-dannye-ih-hranenie-i-obrabotka
http://www.consultant.ru/document/cons_doc_LAW_61801/
https://mcs.mail.ru/blog/kak-vypolnit-152-fz-o-zashchite-personalnyh-dannyh
https://mcs.mail.ru/blog/kak-vypolnit-152-fz-o-zashchite-personalnyh-dannyh
https://mcs.mail.ru/blog/kak-vypolnit-152-fz-o-zashchite-personalnyh-dannyh
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Kommepueckast TaiiHa. BHyTpennsas ungopmanus o pabore  KOMIAHHH:
TEXHOJIOTHSIX, METOJaxX YINpaBJieHHs, KIMEHTCKOM Oaze. Ecnu 3Tu gaHHBIE CTaHyT
M3BECTHBI IOCTOPOHHUM, KOMIIAHUS MOXET MOTEPITH MPUOBLID.
Komnanusa cama pemaer, 4To cYuTaTb KOMMEPUYECKOM TalHOM, a YTO BBICTABIATH HA
BceoOuiee obo3penue. [Ipu 3Tom He Bcs MHPOpMaLMs MOXKET ObITh KOMMEpPYECKOU
TalHOM — HaIpUMED, HEJIb3s1 CKPhIBATh IMEHA YUPEIUTEIECH I0PIJINLA, YCIOBHS TpyAa
Wi (paxkTsl HapylieHus 3aKoHOB. [logpoOHee 0 KOMMepUecKol TallHE pacCKa3bIBAET
3akoH 98-D3.
IIpodeccuonanbuasa  taiina. Croma  OTHOcATCA  BpaueOHas, HOTapuajbHas,
aZBOKaTckass W Jpyrue BHJbl TalHbl, OTHOCSIIMECS K MPo(dhecCHOHATBHOU
nestenbHoCcTH. C HEll CBSI3aHO Cpa3y HECKOJIBKO 3aKOHOB.
Caywxe0nas Ttaiina. UHpopmanus, KoTopas M3BECTHA OTIEIBHBIM CIy»KOam,
Harpumep, HanoroBor winm 3AI'Cy. OTu naHHble OOBIYHO XPAHAT rOCYJapPCTBEHHBIE
OpraHbl, OHU OTBEYAIOT 3a UX 3aLIUTYy U MPEAOCTABIISIOT TOJIBKO IO 3aIpocCy.
I'ocynapcrBennasi taiiHa. CroJja OTHOCST BOECHHBIE CBEACHUWS, JAHHBIC DPa3BEIKH,
MH(}OpMAIUIO O COCTOSSHHH 3KOHOMUKH, HAYKH U TEXHUKHU TOCYAapCTBA, €r0 BHEIIHEH
MOJIUTUKU. OTU JaHHblE camble KOHQUACHIMAIbHble — K O€30MacCHOCTU
MH(POPMAIIMOHHBIX CUCTEM, B KOTOPBIX XPaHUTCS Takas MH(OpMaLUs, MPEIbABISIOT
camble CTporue TpeOoBaHUs.
Ecnu Bama komMmaHusi XpaHWT IIEPCOHAJIBHBIE JaHHbIE, KOMMEPYECKYIO WU
npo(heCCUOHATIBHYIO TailHy, TO 3TH JIaHHbIE HYXHO 3alMILIATh 0COObIM 00pa3zoM. s
ATOr0 HEOOXOAMMO OTPAHUYUTH JTOCTYI K HEM MOCTOPOHHHUM JIMLIAM — YCTAaHOBUTH
YPOBHHU JIOCTYIIA U MapoJii, MocTaBuTh 3ammtHoe 110, HacTpouTs mudpoBanue.

Kparko 00 nvHpopMAIIMOHHON 0€30MACHOCTH U 3a1uTe MHGOPMAIINHN.

1. NudopmanmonHas 6€30MacHOCTh OTBEYAET 3a 3aIUTY JAHHBIX U 00€CIEUNBAET
UX KOH(UIEHIMAIBHOCTb, EJIOCTHOCTh U IOCTYITHOCTb.

2. KonduaeHmaibHOCTh 03HAYAET, UTO JIOCTYII K TAHHBIM €CTh TOJIBKO Y T€X, KTO
MMEET Ha 3TO MPaBo.

3. llenocTHOCTH O3HAYAET, YTO JJAHHBIC XPAHATCS B HEU3MEHHOM BUJIE U OCTAIOTCS
JIOCTOBEPHBIMHU.

4. JloCcTymHOCTh 03HAYAET, UTO YEJIOBEK, Y KOTOPOTO €CTh MPABO HA JOCTYI K
uH(pOpMAaIUU, MOXKET €€ TIOJIYUYUTb.

5. Nndopmanmonnas 6€301acHOCTD 3alUIaeT U KOHPUACHIIUATbHEBIS, U
oOmenoctynHbie nanHubie. OOIE0CTYTHBIM OHA 00€CTIeUnBAET 1IETOCTHOCTD U
JOCTYITHOCTh, KOH(PUACHITHATHHBIM — €I11€ U HY>KHBIH YPOBEHb CEKPETHOCTH.

6. K xonduaeHnmanpHoi nHGOPMAIIK OTHOCITCS MEPCOHATIBHBIE TaHHbIE,
KOMMepueckas, mpodeccuoHanbHas, Ciy>ke0Hast 1 ToCy1apCTBEHHAs TalHBI.

OcHOBHBIE onpeaeJeHus Mo MHGOPMAIIMOHHONW 0€30ITACHOCTMH.



http://www.consultant.ru/document/cons_doc_LAW_48699/
http://www.consultant.ru/document/cons_doc_LAW_93980/#dst0

O0LEeKTHI 3AIIIUTHI.

OcCHOBHBIMHU 00BEKTaMU 3AIUTHI TIPU 0OecTieueHn HHHOPMAITMOHHON 0€301TaCHOCTH
SABJISIFOTCSL:

— Bce BuUAbl UH(GOPMAIMOHHBIX pecypcoB. MHpopMalMOHHBIE  PecypChbl
(moxymeHTHpOBaHHAst UH(POpMaLHs);

—uHpopmanus, 3apuUKCHpOBaHHAs HA MaTEepPHATLHOM HOCHUTENE C PEKBU3UTaMH,
MO3BOJISIIOLIUMU €€ UACHTU(PUIIUPOBATD;

—IpaBa rpak/JiaH, IOPUANIECKUX JIUIl U TOCYAapcTBa Ha MOJyYeHHUEe, paclipoCTpaHEHUE
Y UCIOJIb30BaHUE UH(POPMALINH;

—cuctemMa (OpMHpOBaHUS, pPACHPOCTPAHEHUS M UCHOJIB30BAaHUS HHPOpPMAINH
(MHGOpPMAIIMOHHBIE CUCTEMBl M TEXHOJIOTMH, OWOIMOTEKH, AapXUBbI, MEPCOHA,
—HOPMAaTUBHBIE JIOKYMEHTHI U T.11.);

—cucteMa GpopMupoBaHus od1ecTBeHHOTO co3Hanus (CMMU, coruanbHble HHCTUTYTHI
U T.J.).

D3 "O6 nadpopmanuu, THGOPMANMOHHLIX TEXHOJIOTUAX U 0 3AIIINTE
uHpopmanuu''.

B PoccuiickoM 3akoHOZaTenbCTBE 0a30BBIM 3aKOHOM B 00JaCTH  3aIlUTHI
uHpopmanuu spisercs O3 "O6 mHpopmanuu, HHPOPMALIMOHHBIX TEXHOJOTHUSAX U O
3amure uHpopmaruu" ot 27 urons 2006 roga Homep 149-®3. [losTOMy OCHOBHBIE
MOHATUS W  PEIICHWs, 3aKPEIUICHHBIE B 3aKOHE, TPeOYIOT MPHUCTAIBLHOTO
pPaccMOTPEHHSI.

3aK0H peryJupyeT OTHOIICHUS, BOSHUKAIOIINE TTPH:
* OCYIICCTBJICHMM TIpaBa Ha IMIOMCK, TOJy4YeHHUEe, IMepeaady, IPOU3BOACTBO H
pacnpocTpaHeHue nHGOpMaIIHH;
* MPUMEHEHUH UHPOPMAITMOHHBIX TEXHOJIOTUH;
* oOecrieueHUH 3alUThl HHGOPMAIMK. 3aKOH J1aeT OCHOBHBIC OIpE/IeICHUS B 00JIacTH
3amuThl THHOPMAIIHH.

[IpuBenemM HEKOTOpBIE U3 HUX:

* uHopmarus — cBefeHUs (COOOIIeHUs, JaHHBIC) HE3aBUCUMO OT (OpPMBI HUX
IIPE/ICTAaBIICHNUS,
* uH(OPMAIMOHHBIC TEXHOJIOTHH — TIPOIECCHI, METO/Abl MOWCKa, cOOpa, XpaHEHWS,
00paboTKM, TPENOCTaBICHUS, pPACHPOCTPAHCHUS WHOOPMAIIMM U CIOCOOBI
OCYIIIECTBJICHUS TaKUX MPOIIECCOB U METOJIOB;
* wH(pOPMAIIMOHHAS CUCTEMa — COBOKYIHOCTH CoOJIepKaimielics B 0a3zax JaHHBIX
uHpopmaruu U obecreunBarMX e¢ 00padoTKy MHGOPMAIIMOHHBIX TEXHOJOTHH |
TEXHUYECKUX CPE/ICTB;
* oOyagaTens UHPOPMAIIUU — JIUIIO, CAMOCTOSITEIILHO CO3/aBiiiee HHPOPMAIIUIO JTHO0
NOJyYyWBIIEE HA OCHOBAaHMM 3aKOHA WM JIOTOBOpa TMpaBO pa3pemarh WA
OTpaHUYHMBATH JOCTYH K HH(DOPMAITUH, OTIPEACIIIEMON 110 KAKMM-JIHOO0 TIpU3HAKAM;
e omnepatop HHPOPMALMOHHON CHCTEMbl — TPAXKIAHUH WA IOPUIUYECKOE JIUIIO,
OCYIIECTBIISIONINE ACSITEIBHOCTh IO AKCILTyaTanuy WH(POPMAITMOHHOW CHUCTEMBI, B
TOM 4HcIie TI0 00paboTKe nH(pOpMAIUH, CoaepKaIencs B ee 0a3ax JaHHBIX.
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* KOHPUACHIMATHHOCTh WH(OpPMAIMU — 00s13aTE€IBLHOE JJIS BBIMOJTHEHUS JIUIIOM,
MOJIYYHMBIIIMM JIOCTYI K ONpEIeeHHOW HWH(pOpManuu, TpeOOBaHUE HE IIepe/IaBaTh
TaKyt0 HHPOPMAIIUIO TPETHUM JIUIIaM 0e3 corjiacus ee o0JaaaTels.

B BoimenasBanHoM @3 naercs cienyrollee ONpeAesieHue 3amure MHpopMauuu -
Mpe/ICTaBIsIeT cOO0N MPUHSATHUE MPABOBBIX, OPTAaHU3ALMOHHBIX U TEXHUYECKUX MED,
HaIIpaBJICHHBIX HA:

1. obecrieueHue 3amUThl HHPOPMAIIMK OT HEMPABOMEPHOTO JOCTYMA, YHUUTOKECHHUS,

MOAUUITIPOBAHUS, OJIOKMpOBaHUS, KOMMUPOBAHMUS, IIPENOCTABJICHUS,
pacnpoCTpaHEHHUs], a4 TAKKE OT UHBIX HEMPABOMEPHBIX JCUCTBUIM B OTHOLICHUU TaKOU
uHpOopMaIny;

2. coOmoneHne KOH(DUICHIMATLHOCTH HWH(POPMAIMA OTPAHUYCHHOTO OCTyma; 3.
peanu3aluio npaBa Ha JOCTYI K MH(POPMAIIUH.

Obnagarens wuHpOpManuu, omneparop HHPOPMAIMOHHONM CUCTEMBI B CIyyasx,
YCTaHOBJICHHBIX 3aKOHOAATeNbCTBOM Poccuiickoit deneparinu, 00s13aHbl 00€CTIEUUTD:
1. mpenoTBpalleHHME HECAHKIMOHUPOBAHHOIO JoCTyna K HHpopMamuu H (UiIH)
nepegady ee JiniaM, He MMEIOIIMM IIpaBa Ha JOCTYyM K MH(pOpMaIlly;

2. CBOEBpEMEHHOE OOHapyxkeHHe (PAKTOB HECAHKIIMOHUPOBAHHOTO JOCTyma K
uH(popmanuu;

3. mpenynpexacHue BO3MOXKHOCTH HEOJAronpusATHBIX MOCIEACTBUN HapyLIECHUS
MopsiZiKa 10CTyna K HHGOpMaLHH;

4. HepomyIeHUE BO3ACHCTBUS HA TEXHUYECKUE CpeCcTBAa 00pabOTKU MH(pOpMauu, B
pe3ynbTaTe KOTOPOro HapymaeTcs: X (PyHKIIMOHUPOBAHUE;

5. BO3MOKHOCTh HE3aMeIJIMTENBHOTO BOCCTaHOBJICHUS uH(popmaIm,
MOJIM(ULIMPOBAHHON WM YHUYTOKEHHOM BCIEACTBHE HECAaHKIMOHUPOBAHHOIO
JIOCTyIIa K HEW;

6. IOCTOSIHHBIN KOHTPOJIb 32 00€CIIeYeHNEM YPOBHS 3alUILIEHHOCTH HH(OpMaLIUK.

Jamura nHGOPMAIMU 0T HECAHKIIMOHUPOBAHHOI'0 JIOCTYIIA.

OcHOBHbIE 110J10KEHHUS] KOHICIIIMH 3AIIIUTHI CPEACTB BbIYMCJIUTEIbHOM TEXHUKH
OT HCCAHKIIMOHHUPOBAHHOI'O J0CTVIIA K I/IH(I)ODMaIII/II/I.

3ammTa wHOOpPMAMK OT HECAHKIIMOHMPOBAHHOTO JOCTYIAa B TOCYAApPCTBEHHBIX U
KOMMEPUYECKHUX CTPYKTYpax OPraHM30BaHA HA OCHOBE CUCTEMBI 3aKOHOAATEIBHBIX U
HOPMATUBHO-TIPABOBBIX  JOKYMEHTOB. KOMIIIEKC pPYyKOBOIAIIMX JIOKYMEHTOB,
pErIaMeHTUPYIOMIMX BOMpOoChl  3amuThl  uHGopmammu ot HCJ[ paspaboran
I'ocrexkomuccuenn PO, koTopas ABIsSE€TCS OCHOBHOM OPraHU3alMEN KypPUPYIOILIEH 3TO
HaIlpaBJICHHUE 3alTUThI TH)OPMALIUH.

Komiuieke pykoBoAsIIIuX JOKYMEHTOB 110 3amuTe o HCJI Bkirovaer:

1) KoHnenuio 3auThl CPEACTB BEIYUCIUTEIILHOW TEXHIUKU U aBTOMATH3HUPOBAHHBIX
CUCTEM OT HECAaHKIIMOHHUPOBAHHOTO JOCTYMa K nH(popMaluu (yTBEpXkIeHa pElICHUEM
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I'ocynapcTBenHOM TexHn4yeckon xkomuccuu npu lIpesmnmenre Poccuiickon
®deneparuu ot 30 mapra 1992 1.)

2) BpeMmeHHOe TMOJNIOKEHHWE 10 OpraHM3alud pa3pabO0TKH, HW3TOTOBICHHUS U
AKCIUTyaTallii TPOrPAMMHBIX M TEXHMYECKHX CPEACTB 3allUThl MHPOpPMALUU OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIla B aBTOMATHU3MPOBAHHBIX CHUCTEMax M CPEICTBaxX
BBIYMCIIUTEIILHON TEXHUKHU

3) CpencTBa BRIYHCIUTEIBHON TEXHUKH. 3alIUTa OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA
K uHpopmaruu. [lokasatenu 3alUIIEHHOCTH OT HECAaHKIMOHHUPOBAHHOTO JIOCTYMA K
uHbOpMaIuu

4) ABTOMAaTH3MpPOBAaHHBIC CHUCTEMBI. 3alllUTa OT HECAHKIMOHMPOBAHHOTO JOCTYIA K
uHpopmanuu. Krnaccudpukanuss aBTOMATHU3UPOBAHHBIX CHCTEM U TpeOOBaHUA IO
3a1uTe UHPOpPMAaIUH

5) CpexncrtBa BBIYHCIHUTEIFHON TEXHUKU. MEXKCETEBbIE OKpaHBL. 3aluTa OT
HECaHKIIUOHUPOBAHHOTO J0CcTyna K uHpopManuu. [lokasarenu 3alMIEHHOCTH OT
HECaHKIIMOHMPOBAHHOTO AOCTYyNa K HH(popManuu

6) 3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTyma K wuHpopmamuu. Yacte 1.
[IporpammHoe oOecrieyeHue cpenctB 3amuThl MH(popmanuu. Knaccudukanus mo

YPOBHIO KOHTPOJIAA OTCYTCTBHA HCACKIAPHUPOBAHHBIX BO3MO>KHOCTEH.

3a11mTa OT HCCAHKIIMOHMPOBAHHOI'O 10CTVIIA. TeDMI/lHI)I 1 OIIpEeacJICHUA.

M3BecTHBl  TakuWe  HampaBJiCHUsS  KCCIEAOBaHUS  MpoOJieMbl  0€30MaCHOCTH
nHpopMaIu, KaKk paUOTEeXHUUECKOE, MOOOYHBIE DJIEKTPOMArHUTHBIC U3IYyUYCHUS U
HaBoJKH, akycTuueckoe, HC/[ u npyrue.

HecankuuonupoBannblii noctyn (HCJI) onpenensiercst kak gocTyn K uH(pOpMaIuu,
HapyIIAOIMKN YCTaHOBJIEHHBIE MpaBUila pa3srpaHUYEHUs 1OCTYIA, C UCIIOJIb30BAHUEM
IITAaTHBIX cpencTB, npenocrasisieMbix CBT mim AC.

[Toq WITATHBLIMA ~ CPeACTBAMM NTOHUMAETCSI  COBOKYITHOCTh  MPOTPAMMHOTO,
MUKpOIpOrpaMMHOTO 1 TexHudeckoro ooecneuenuss CBT nmu AC.

Onpenenenne HCJl B pykoBomsmux nokyMeHTtax ['ocrexkomuccun P® oTinnuaercs
o conepxkanuto oT onpeaenennss HCJ[ mo TOCT P 50922-96 «3ammra napopMaiiuu.
OCHOBHBIE TEPMUHBI U OIPEAECICHUS», B KOTOPOM aKIEHT Ha HCIOJIb30BaHUE
ITaTHBIX cpeacTB npu ocymectsiennn HC/I e nenaercs.

3amura CBT u AC OCHOBBIBaeTCSl Ha MOJOKEHUAX U TPEOOBAHUSIX CYLIECTBYIOLIUX
3aKOHOB, CTaHAAPTOB U HOPMAaTUBHO-METOANYECKUX JOKYMEHTOB 1o 3ammre oT HC/|
K nH(OpMaLnu.

3amuta CBT o0ecnieunBaercss KOMIUIEKCOM MPOrPAaMMHO-TEXHHUYECKHUX CPEACTB.
3amuta AC oOecneunBaeTcs KOMILIEKCOM MPOTPAaMMHO-TEXHUUYECKUX CPEACTB H
MOJIIEP>KUBAIOIINX UX OPTaHU3ALMOHHBIX MEp.
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3amuta AC pomxkHa OOecreunmBaThCs Ha BCEX TEXHOJOTMYECKUX dTamax 00paboTKu
nH(pOpPMaIIMU U BO BCEX PEKUMax (YHKIIMOHUPOBAHUS, B TOM YUCIIE PH MPOBEACHUN
PEMOHTHBIX U pETrJIaMEeHTHBIX paloT.

[IporpaMMHO-TEXHUYECKHE CPEJCTBA 3aIUThl HE JIOJDKHBI CYIIECTBEHHO YXYJIIATh
OCHOBHbIEC (YHKIHOHAIbHbIE XapakTepucTuku AC (HaIeXKHOCTh, OBICTPOJICUCTBHE,
BO3MOKHOCTh M3MeHeHwus KoHpuryparuu AC).

HeotbeMiemoli yacTpio paboT MO 3aluTe SBISETCS OleHKa 3(H(HEKTUBHOCTH CPEICTB
3alllUThl, OCYIIECTBIIIEMas 10 METOJUKE, YUUTHIBAIOMICH BCIO COBOKYITHOCTb
TEXHUYECKUX XapaKTEPUCTHK OLIEHUBAEMOTO OOBEKTa, BKIIOYAs TEXHUYECKHE
pEIICHUs U MPAKTUYECKYIO Pean3aliio CPEICTB 3alIUTHI.

3amura AC n0mKHA NpeaycMaTpuBaTh KOHTPOIb 3(PPEKTUBHOCTA CPEICTB 3aAIIUTHI
ot HCJI. DTOT KOHTpPOJIb MOXKET OBITh TUOO NEPUOJUYECKUM, JTHOO HHUIIMUPOBATHCA
0 Mepe He0OX0IMMOCTH MoJib30BaTenaeM AC WK KOHTPOJIUPYIOIUMU OpraHAMHU.

B kadecTBe HapymIMTeJIs1 pacCMaTpUBaeTCs CyOBEKT, UMEIOIIUMA JOCTYI K paboTe co
mratHeiMU cpeactBaMu AC u CBT kak wactu AC. Hapymmrenu kinaccupuuupyroTcs
[0 YPOBHIO BO3MO>KHOCTEH, MPEAOCTABISIEMBIX UM INTaTHbIMU cpeactBamu AC u
CBT. Beiaensiercss 4eTbipe YpOBHSI 3THX BO3MOxHOCTel. Kiaccudukanus spisercs
UEPAPXUYECKOM, T.e. KaXKIBIM  CIEAYIONIMH  YpOBEHb BKJIIOYaeT B  ceOs
(GyHKIIMOHATBHBIE BO3MOXKHOCTHU MPEIBITYIIETO.

IlepBblit ypoBeHBb ONpeAcisieT CaMblii HU3KHI YPOBEHb BO3MOYKHOCTEH BEICHHS
muanora B AC - 3amyck 3amad (mporpamMm) wu3 (UKCHPOBAHHOIO Habopa,
peanu3yIMX 3apaHee MpeycCMOTpeHHbIE PYHKIMHU 0 00paboTke nHpopMaIuu.

Bropoii ypoBeHb onpeensieTcss BO3MOXKHOCTBIO CO3/IaHUS U 3aIllycKka COOCTBEHHBIX
IPOrpaMM C HOBBIMU (DYHKIHSIMU TI0 00paboTKe nH(MOpMAIUH.

TpeTuii ypoBeHb OnpeieasseTCS BO3MOKHOCTBIO YIPABICHHUS (PYHKITMOHUPOBAHHEM
AC, T.e. Bo3aeiicTBHEM Ha 06a30BOE MPOTpaMMHOE 00eCTICUCHHUE CUCTEMBI M Ha COCTaB
U KOoH(Urypauuw ee o00pya0BaHusl.

YeTBepThlii  yPOBEHb ONpPEICTACTCSI BCEM  O00BEMOM  BO3MOXKHOCTEM  JIHII,
OCYIIECTBIISIIOIIMX MPOCKTUPOBAHUE, PEATU3AIMIO U PEMOHT TEXHUYECKUX CPEJCTB
AC, Bmioth 10 BkItoueHHs B coctaB CBT cOOCTBEHHBIX TEXHUUYECKUX CPEICTB C
HOBBIMU (QYHKIIUSAMH 110 00paboTKe HHPOPMAIIUH.

B cBoeM ypoBHE HapyIIUTENb SBISETCS CIEIMATMCTOM BBICIIEH KBalU(UKAIWH,
3HaeT Bce 00 AC u, B YaCTHOCTH, O CUCTEME M CPEJICTBAX €€ 3allUTHI.

K ocunoBHBIM crtoco6am HCJI otHOCSTCS:

1) HemocpeaCcTBeHHOE oOpalieHne K o0bekTaMm jaoctymna. [loseiaeHue 3Toro crocoba
HCJ] Bo3MOXHO mipu BBIOOpPE HENPAaBWIBHOM MOJUTUKA HHPOPMAIIMOHHOM
0€30MacHOCTH, KOTJa OCTalOTCS BO3MOXKHOCTH HEMOCPEICTBEHHOrO OOpalieHus
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CyOBEKTOB K OO0BEKTaM JocTyna 0€3 TOoCpeJHUYECTBA MEXaHWU3MOB 3alllUTHI.
Hanmpumep, ecnmu B Tabnwie pasrpaHUYCHHS JOCTylla HE OrpPaHHYEHBI IIpaBa
HOJIB30BATEJIS 110 IOCTYIY K (aiijilaM U KaTajioram;

2) co3laHue MPOrPaMMHBIX M TEXHHUYECKHUX CPEACTB, BBINOJHSIONIMX OOpalleHue K
00BEKTaM JI0CTyIa B 00XOJI cpe/icTB 3amuThl. ITOT criocod HCJI mosBisercs, eciu
UCIIOJIb3YEeMbIC MPOrPAMMHBIE U TEXHUUYECKHE CPEJCTBA HE MPOBEPEHBI HA OTCYTCTBUE
HEJIEKJIapUPOBAHHBIX BO3MOXKHOCTeH Wi B AC UMEIOTCA HWHCTPYMEHTAJIbHbIE
CpeACTBa JJIsl CO3/IaHusl mporpamMM. B 3ToMm ciydae umMeronuecss Wid CHElUalibHO
CO3JJaHHBIC TIOJH30BATEIIEM CPEICTBA MOTYT HMMETh BO3MOXXHOCTH OOpamaThcs K
00bEKTaM 3alllUThl B OOXOJ MEXaHM3MOB 3alllUThl, UCIOJb3YSd HU3KOYPOBHEBbHIC
KOMAaH/IBI,

3) Momubukanus CpeACTB  3allUThl, MO3BOJstomas  ocymectsuts  HC.
Moaudukanusi CpeicTB 3allUThl BO3MOXHA MPU HATUYUM B HUX KOHCTPYKTUBHBIX
nedeKToB, HAPUMEp, <JIIOKOB» B MPOTPAMMHBIX CPEJCTBAX, HE yJAJEHHBIX IOCIE
OTJIAJIKU TTPOTPAMMBI;

4) Bueapenue B TexHmueckue cpeactBa CBT wimm AC mnporpaMMHBIX WM
TEXHUYECKUX MEXAaHHW3MOB, HAPYIIAIOIMIMUX MPEANOoIaraéMyr CTPYKTYypy M (PYHKIUHU
CBT nnu AC u no3possironux ocymectsuts HCL.

BHenpeHnue nporpaMMHBIX WM IPOrPaMMHO-AIIAPaTHBIX 3aKJIAJOK, Kak IpPaBHIIO,
MPOU3BOAMUTCS Ha 3Tame pa3paboTku u co3ganus cpenacts CBT. Yame Bcero, B
MPOrpaMMHBIE CPEJCTBA BKJIIOYAIOTCA MPOTrPaAaMMHBIE 3aKJIaJKH THIA «TPOSHCKOTO
KOHS», KOTOpblE CIOCOOHBI HA HECAHKIIMOHUPOBAHHBIE [IE€UCTBUS, HaNpUMep,
nepexBar MapoJis MoJIb30BaTEN U IIEpeiady €ro 1o CETH CO3AATEII0 3aKIJIaIKH.

Oo6ecneuenue 3amuTel CBT u AC ocymiectBisercs:
1) cuctemoii pasrpanuuenus goctyna (CPJl) cyObekToB K 00beKTaM J0CTYyIIa,

2) obecnieunBaromumMu cpeactsamu st CP/I.

MeToabI 3AIUTHI 0T HECAHKIIMOHUPOBAHHOI'0 JIOCTYIIA.

MGTOI[LI 3aIIATBI KOMIIBKIOTCPOB OT HCCAHKIHWOHHUPOBAHHOI'O HOOCTYyIIAa JACJIATCA Ha
[IpOorpaMMHO-aIIIIapaTHbIC WM TCXHHUYCCKHUC. HepBHe OTCCKAarOT HCABTOPH30BAHHBIX
HOHL30BaTeHeﬁ, BTOPBIC MpCaHa3HaYCHbI JJIs HCKIIIOYCHU A (bHBH‘-IGCKOFO
IIPOHHUKHOBCHUSA ITOCTOPOHHUX HIOI[eﬁ B IMIOMCIIICHUA KOMIIaHHUH.

CoznaBas cuctemy 3amuthl uHGopmaiuu (C3U) B opranmusaiuu, cienyeT yauThIBaTh,
HACKOJIBKO BEJIMKa IIEHHOCTh BHYTPEHHMX JJAHHBIX B TJIa3axX 3JI0YMbIIIJIEHHUKOB.

Jlns rpaMOTHOHM 3alIuThl OT HECAHKIIMOHUPOBAHHOIO JOCTYINAa BaXXHO CJeiaTh
cieaymoIee:

e OTCOPTHUPOBATh M pPazOUTh HMHPOPMALIMIO HA KIIACCHI, ONPENCIUTh YPOBHHU
JOTMYCKa K TaHHBIM JJIsI TOJIb30BaTENEH;



11
¢ OLEHUTh BO3MOXHOCTH IE€peaaydu uHbOopMaIuu MEXKIY
0JIb30BaTENISIMU (YCTAHOBUTH CBSA3b COTPYIHUKOB JAPYT C APYTOM).

B pe3ynbrare 3THX MEpONPUATUI MOSBIAETCA ONpeeieHHas nepapxus nHhopMaIu
B KOMITAHMHM. DTO JAeT BO3MOXXHOCTh pa3TpaHUYEHUs] JOCTyNa K CBEACHUSM IS
COTPYJHHMKOB B 3aBUCUMOCTH OT POJia UX JEATEIbHOCTH.

AyauT JocTynma K JIaHHBIM  JIOJDKEH BXOJIUTh B (YHKIIMOHAT  CPEJACTB
nH(popmaImoHHo Oe3onmacHOCTH. [IoMUMO 3TOTO, MPOTPaMMBI, KOTOPHIE KOMITAHHUS
pelmia UCIoiab30BaTh, TOKHBI BKIIIOUATh CJICAYIOIINE OMIIUU:

o ayTeHTU(UKAIUSA U UACHTU(GUKAINS TIPU BXOJIE B CHCTEMY;

e KOHTPOJb JIOMyCKa K HH()OPMAIIUHU IS TTOJIb30BaTeeH pa3HbIX YPOBHEH,

o oOHapyxeHue u peructparus nonbiTok HCJI;

¢ KOHTPOJIb paOOTOCIIOCOOHOCTH MCTIOIB3YEMBIX CUCTEM 3aIlUThI HHPOPMAIINH;

o o0ecrnieueHre 0€30MaCHOCTU BO BpeMsl MPO(PMIAKTUYECKUX WIM PEMOHTHBIX
paboT.

Nneutudpuxanng nu avrearudnkanys mojab30BaTe1ei.

JUIsl BBIMOJTHEHUS! ATUX MPOILEAYP HEOOXOIUMBI TEXHHUYECKHE CPEJCTBA, ¢ MOMOILBIO
KOTOPBIX MPOU3BOJIUTCS JBYXCTYNEHYATOE ONpPENEJIECHUE JUYHOCTU U MOJJIUHHOCTH
MOJIHOMOYMI Tonb30BatTess. HeoOXoauMo y4uThIBaTh, YTO B XOJA€ WUIAECHTU(UKAIUU
HEeo0s3aTeNbHO YCTAHABIMBAETCS JIMYHOCTh. BO3MOXHO NpHHATHE JIIOOOTO IPYroro
UJeHTU(UKATOPa, YCTAHOBIEHHOTO CIIy>K00i 0€30MaCHOCTH.

[locne »Toro cneayer ayTreHTU(HKAUMsS — TMOJH30BATEIb BBOJUT Mapoib WU
MOJATBEPXKIAET JOCTYIl K CHUCTEME C TIOMOIINbI0 OMOMETPUYECKHUX IOKa3aTese
(ceTuarka riasa, OTIEYaTOK Majbiia, opMa KUCTH | T. 11.). KpoMe 3Toro, HCnoas3yroT
ayreHTudukanuio ¢ nomoibio USB-TokeHOB win cMapT-KapT. DTOT BapuaHT ciadee,
TaK KaK HET MOJIHOW rapaHTUH COXPAHHOCTHU WM MOMJIMHHOCTH TaKUX 3JIEMEHTOB.

3anmmrTa 1aHubix Ha [TK.

Jiga 3amuTel MHQOpMalMM, XpaHALIEHCS Ha JKECTKUX JMCKaX KOMIIbIOTEpOB,
UCIOJIB3YIOTCSI MHOTOCTyNE€HYaThle cpeicTBa MudpoBaHus U aBTopusanuu. llpu
3arpy3Ke ONEPalMOHHOM CHUCTEMBI MCIIOIB3YETCS CIIOKHBIA I1apOJib, KOTOPBIU
HEBO3MOXKHO MMOA00paTh OOBIMHBIMU MeETOJaMU. B03MOKHOCTH BXO/Ja B CHUCTEMY
MOJIb30BATENIsI CO CTOPOHBI HCKIIOYaeTcs myteM mudpoBaHus AaHHbIXx B BIOS u
UCIIOIB30BaHUs MTapoJIEH I BXOJa B pa3eiibl JUCKA.

JI71st 0000 BayKHBIX YCTPOMCTB ClIEIyEeT UCIOJIb30BaTh MOYJIb JIOBEPEHHOM 3arpy3KHu.
DTO anmapaTHbII KOHTPOJUIEP, KOTOPBIM YCTAHABIMBAETCS HA MATEPUHCKYIO ILUIATY
koMmmbioTepa. OH pabOTaeT TOJBKO C JIOBEPEHHBIMH IOJb30BATEISIMU U OJIOKUPYET
YCTPOMCTBO IIPHU MONBITKAX BKJIIFOYEHUS B OTCYTCTBUE BIAACIbLA.

Taxxke mnpuMeHsIOTCA  KpunTorpapuueckue MeTOoAbl IMH(PPOBAaHUS  JaHHBIX,
MPEeBpALIAIONINe TEKCT «BHE CUCTEMbD» B HUUETO HE 3HaYaIuii Habop CUMBOJIOB.
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ot MEPOTPUSITUSA 00ecreunBarOT 3aluTy  CBEACHWH W TO3BOJISIOT
COXPaHUTh UX B HEMPUKOCHOBEHHOCTH.

OnpenejseHue YypoBHEH 3AINUTHI.

C mMeTonyecKoi TOUKM 3pEHHS MPOLECC 3alUThl HH(OPMAIIMU MOKHO pa3/IeIUuTh Ha
YeThIpe dTana:

o IIPENOTBpALIEHUE — MNPODUIAKTUUECKHE MEphl, OTrpaHUYEHUE JAOCTYIa
ITOCTOPOHHHMX JIUIL;

o OOHapyXeHHWE — KOMIUIEKC JCHCTBUM, MNPEANPUHUMAEMBIX JUIsl BBISBICHUS
3J10ynOTpeOICHUI;

o OlpPaHWYEHHE — MEXAHU3M CHIKEHHMS INOTEPb, €CIM NPEABIAYIINE MEPBI
3JI0YMBIIUIEHHUKAM yIaJI0Ch O0O0UTH;

¢ BOCCTAHOBJIEHUE — PEKOHCTPYKUHUS HWH(DOPMAIMOHHBIX MAaCCHUBOB, KOTOpas
MIPOU3BOAUTCS MO OJJ0OPEHHON U IPOBEPEHHON METOIUKE.

Kaxxapiit aTan TpedyeT UCHob30BaHusl COOCTBEHHBIX CPEJCTB 3alllUThl HH(POpMAIUH,
OPOBEACHUS  CHEUMANbHBIX  Mepornpustuil. HeoOxonumo — yuuThIBaTh,  UTO
MPUBEIAEHHOE pa3ziesieHne yCiaoBHO. OJIHU U Te K€ IEMCTBUS MOTYT ObITh OTHECEHBI K
Pa3HBIM YPOBHSIM.

CraHIapTHOCTh ~ ApXHUTEKTYPHBIX MIPHUHIMIOB IOCTPOEHHUSA, OOOpYAOBaHUS H
MPOrpaMMHOr0  O0ECNEUEHUs]  MEePCOHANbHBIX  KOMIBIOTEPOB,  MOOWIIBHOCTb
MPOrpaMMHOr0  OOECTEUYEeHHs] ONPENENSIOT CPABHUTENBHO JIETKMM JOCTyn K
nH(popManuu, HaXoAAIIeCs B IEPCOHATLHOM KOMIIBIOTEPE.

HecaHnkimmonnpoBaHHbIl 10CTYyn K WHGOPMAIMU TEPCOHATBLHOTO KOMIIBIOTEpA -
HE3aIIaHMPOBAaHHOE  O3HAKOMJIEHHWE, O00pa0oTKa, KOMHPOBAHHUE, TMPUMECHEHHE
Pa3IUYHBIX BUPYCOB, MOIU(DUKAIUS WM YHUYTOXKEHHUE MHPOPMAIIMK B HapYUICHUE
IIpaBWJI I0CTYyIIA.

[lox 3ammTol WMHGOpPMAIMM MOHUMAIOT CO3JAHME OPraHU30BAHHOW COBOKYIHOCTH
CpPEeICTB, METOAOB M MEPONPUATHM, MpeAHA3HAYEHHBIX I MPEeAYNPEKICHUS
UCKOKEHUS,  YHUYTOXKEHHUS  WJIA  HECAHKIMOHUPOBAHHOIO  MCIOJIb30BAHUS
3amumaeMoil  mHpopmamuu. K HUM OTHOCATCS anmapaTtHble W MPOrpaMMHbIE
CpencTBa, KpunTorpapuyeckoe 3akpbiTUe HH(OpManuu, (U3MYECKUe Mephl,
OpraHU3allMOHHbIE MEPONPUATHS W 3aKOHOAATellbHble Mepbl. OIUH W3 METOJOB
3aIUTHI - napoJibHas uaeHTUUKAIMS, OrpaHUYMBAIOILAS JOCTYTI
HECaHKIIMOHUPOBAHHOTO MOJIb30BATEIIS.

Bxomtouenue 3amuThl B IPOrpaMMy CBSI3aHO € pa3pabOTKOW MporpamMM C 3ampOCOM
uHdopmaruu, T.. TpeOyromux Juisi CBOeH paboThl BBOJAA JIOMOJHUTEIHLHOMN
uH(pOpMalLlMK, TaKOM Kak Mapoiu Wi HoMepa kiroueid. OAHako Takas MpoOBEpKa
NOCTyla K MpOorpaMmaM WIA CHUCTeMaM HE JOJDKHA CYIIECTBEHHO CKa3bIBaThbCsS Ha
OBICTPOJIEUCTBUM MPOTpaMMbl  WUJM  TpeOOBaTh OT TOJIb30BATENsl  CIOKHBIX
JTONOJHUTENbHBIX JIEUCTBUMH.
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Bropoii Bonipoc: TpeGoBaHus K BbIOOPY NAPOJISL.

Kaxxnprii monp30BaTeh KOMIBIOTEpA WM MOOWIIBHBIX YCTPOWCTB CTAJKHUBAJICS C
HEOOXOIUMOCTBIO CO3J]aHUs MApOJIsl ISl 3alUThl CBOMX YUETHBIX JaHHBIX (ydeTHas
3aMUCh YCTPOMCTBA, AKKAYHTHl DSJIEKTPOHHOM IMOYTHI, HMHTEPHET OaHKUHTA WIH
conaibHON ceTu). OJIHAKO HEMHOTHE OTHOCSTCS K CO3/JaHUIO HAJIEAKHBIX Mapojel ¢
JOJKHOW aKKypPaTHOCTBIO.

[Ipexxne Bcero HaaEKHBIM Mapojib — 3TO MapoJib, OOJAJAIOIMMKN  CIETYIOUTUMU
KauyeCTBaMU:

Caoxnoctb. K co3manuio maposist HEOOXOJUMO TMOAOWTH OTBETCTBEHHO BHE
3aBUCUMOCTH OT BHJa W BaXXHOCTH pecypca, rie oH OyAeT ucronb3oBaTbes. [lpu
CO3/IaHUM CJIOKHOTO MAPOJIsi CTOUT NPUACPKUBATHCS CICTYIONINX MPABUII:

Jlnuna napoJis. [lapons 10mKEH conepKaTb HE MEHEE 8 CHMBOJIOB, a Jy4lle —
10 u 6onee.

Hanuune unudp u OykB BEpXHEr0 U HUXKHETO PETUCTPOB, UAYLIUX HE MOAPSA —
AAaaBBhb.

Hannyne crienuanbHBIX 3HAKOB — «(@», «$», «&» U T.71. (€ciu AOMYCTUMO UX
MIPUCYTCTBHE).

HecmoTpss Ha TO 4YTO MHOTHE peCypchl TpPH PETUCTPAIMH MPHUHYIUTEIHLHO
3aCTaBJIAIOT, MPUIYMAaTh CIOKHBIA MapoJib (TpeOysl ONPEeNelCHHYI0 IUIMHY Mapodis,
Hajmuure mu@p 1 OyKB, a TAKXKE CHEIUMATbHBIX CHMBOJIOB), TIOJb30BATENId 3a4aCTYIO
MPOCTO CTAPAIOTCS BBITIOJHUTH ITH TPEOOBAaHWS, HE 3aJyMBIBAsSCh O HAJICKHOCTH
Takoro napoiia. B pesynpraTe momydaercs 4To-ToO oxoxkee Ha — p@ssword1234.

Ucnonb3zoBanne maposeit tuma «qwertyl234y», «abcd12345y», «p@ssword1234» nHe
rapaHTUPYyeT HAJEKHYIO 3alUTY JIaHHBIX, TOCKOJIBKY MPOTrpaMMBbI 1oa00pa mapoJie,
KOTOPBIMHU TIOJIB3YIOTCS 3JIOYMBIIIJIEHHUKH, B TIEPBYIO OUY€pe/b MPOBEPSIOT UMEHHO
TaKHe MapoJiu.

HanexHbIil mapoib He AOJKEH COJIEPKaTh MMEHA, KIIMYKHA KUBOTHBIX WJIM HA3BaHHUS
roOpoJIOB, a TaKke IUEGPHI JaThl POXKIACHUSA Wi HoMmepa TenedonoB. [lapons Tuma
«M@shal990» Oyaer yraman mporpaMMaM# IO TOAOOPY MApPOJICH, T.K. COMECPKUT
JIOCTATOYHO PACIPOCTPAHEHHYIO KOMOMHAIIHIO OYKB.

YHukanbHocTh. /151 Kaxaoro pecypca HEOOXOJMMO HMMETh CBOW Mapoiib. ITO
00yCJIOBJIEGHO HEOOXOJMMOCTBIO 3alIUThl BCEX OCTAJbHBIX I0JIb30BATEIIbCKUX
pECYpCOB IPU KOMIIPOMETALIUHU [TApOJIsi OAHOTO pecypca.

IHapoar pgokeH ObITH H3BECTEH TOJBKO MOJb30BATEJN0, HWHAYE HHUKAKON
HAJEKHOM 3aIIuThl YK€ ObIThb He MOXKeT. HexemarenbHO 3amuchiBaTh Mapojid Ha
Oymare u Tem Ooiiee JepXKaThb 3TH 3alHCH PAJOM C KOMIIBIOTEPOM B OTKPBITOM
nocryne ais Beex. KpoMe Toro, He peKOMEH1yeTCsl BBOAUTh CBOM MApOJIM HA calTax
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[0 TPOBEPKE HAAECKHOCTHU MAPOJEH, TaK KAK OHU MOTYT OKAa3aThbCs JIOBYIIKAMU
IUJTS TIAPOJIEH.

Kaxk BbIOMpaTh (co31aBaTh) Ha/IeKHbIE MAPOJIN
1. 'enepanus napoJisi ¢ TOMOUIbIO CIIEIUAJTU3MPOBAHHBIX POTPAMM.

Tem mosb30BaTeNsiM, KOMY CJIOKHO MPUIyMaTh HaJACKHBINA MapoJib CAMOCTOSITENBLHO,
MOXXHO TOPEKOMEHAOBATh BOCIOJIb30BaThCSl CEPBUCAMU IO TEHEPALMHM HaJISKHBIX
naposneit. Ilpu HEOOXOOUMOCTH NporpaMma CreHEpUpyeT IMapoJib HEOOXOAUMOM

JJIMHBI, ¢ HAJIMYHUECM CIICHUAJIBHBIX CUMBOJIOB H 6YKB Pa3HbIX PECTUCTPOB, HAIIPUMCD —
$y@85u!K1n3x.

BaxueiMm TpeOoBaHMEM SIBISICTCS TO, YTOOBI 3TO ObLIa HMMEHHO Nporpamma,
YCTAHOBJICHHAs HAa YCTPOWCTBE, a HE OHJAWH CEpBUC. B MNpOTMBHOM cCiydae,
CTeHEPHUPYEMBI TMapojb MOXKET ObITh M3BECTEH HE TOJBKO IOJIh30BATEN0, HO U
nornacTh B 0a3bl 370yMbIlIeHHUKOB. K odduiaiin cepBrcam moxxao otHectH: ViPNet
Password Generator, Random password generator, Drowssap.

2. CamocToATEIBHOE CO31aHUE mapoJis ¢ NIoMombIo cBOeil METOIUKH.

TpeGopaHvAa K O6GLIYMHOMY TpeGopaHMAa K NaponLHoiA
naponwo Pppaze

s MveeT MUHUMYM 8 cvnmBoOnos; '“‘y)KHO xoTa 6 16 CVMMBONOB,;
e Brnwouvaer B cebn 3arnasHbie Brnovaer 8 cebs sarnapHyro
N CTPOUHLIE BYKBEI; 6ykay nian umdgpy

= Brmovaer a cebs ognH i Gonee
cnmBonon (@, #, $ v 1.4.);

* Ianpeuwlaer cnoBa ra cnosaps;

- BanpeLu.ae*r SANHHYHO
MH¢)OpMaquO nons3oesarens

TpeboBaHMA K HAAEXXHOMY Naponko:

1. Maponsb gon>eH 6bITh CEKPeTHbLIM
2. MNMaponb gomkeH BbiITb ANTMHHBIM
3. NMaponbe gomxeH 6biTeh TRPYAHO yragabiBaeMbiM

4. Maponb He O0/1XKeH NpeacraB/sATb coboi
pacnpocrpaHeHHble cnioBa, mMmeHa, Ha3BaHusA

5. MNMaponb pon>KeH BbiITh CNOXHbBIM
6. lMaponb gonkeH peryispHo meHATbCA
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IHapoJbHas naeHTuuKaAnud.

[Taposs - 3TO KOJI, HCIIOJIB3YEMBIH JIJIs MOJYUYECHHS JTOCTYyNa K cUcTeMaM Wid ¢aiaaM,
OCHAIIICHHBIM MMapOJIbHOW 3aIUTOH.

[Taponu oGecneynBarOT COXpaHEHUE LETOCTHOCTU MPOTPAMMHOIO OOECleYeHUusl B
COCTaBE BBIUMCIUTEIBHOM CHUCTEMbI, HO IS MOAJAEpX aHUs Tapojiell Tpelyercs
BBICOKAs AUCUUILUIMHUPOBAHHOCThb. lIpy mepBOM perucrpauuu MOJIb30BaTENS
aIMUHHCTPATOP OINpEEseT KpPyr IOJHOMOYMHU I TOJYYEHUS M HU3MEHEHUS
uH(GOPMAaLIMU WA BBITIOJHEHHS OINPEACTICHHBIX YIPABIAIOMNX JACUCTBUN B CUCTEME,
PYKOBOJCTBYACH €ro Mpo(hecCHOHATBHBIMH OO0SI3aHHOCTAMU U JIOJDKHOCTHBIMU
MHCTPYKIMAMH. 3aTEM IOJIb30BATEIIO IPEIAracTcs BBECTH CBOM MapoOJib COTJIACHO
npaBujaM, HOPUHATBIM B JAaHHOM cucreMme. Merton mnaposed Tpedyer, 4TOObI
BBOJIMMBIH MOJIB30BATENIEM NApOJb (CTPOKAa CUMBOJIOB) CPABHUBAJICS C TEM, KOTOPBIN
XPaHUTCSA B BBIYMCIHUTEIBHOW CUCTEME JUISl JAHHOTO IMOJb30BaTens. Ecim maposib
BEpPEH, CUCTEMA JOJDKHA BBIBECTM HA JKpaH TEPMUHANA ATy U BpeMs IOCIEIHETO
BXOJla B CHCTEMY 3TOrO IIOJIb30BAaTENsl. 3aTEM IOJIb30BATENO IPEAOCTABIIAECTCS
BO3MOKHOCTh I0JIb30BaThCSl BCe MHQOpMAIMEN, T0CTyll K KOTOPO eMy pa3pelleH
(maposim MOXKHO TakKXe MCIIOJb30BaTh HE3aBHUCUMO OT IIOJb30BATENsl JUIS 3alUThI
daiinos, 3anucel, Mojaei JaHHBIX BHYTPU 3alTUCEH U T.1T.).

Ilapons
MpOCTOH 3ampoc OTASIBHBIX TApOoIb OTHOKPATHOTO MeToI ““3ampoc-
ANk _{CHMEOJOE IIapoJIi HCIIOIB30BaHHA OTBeT”
PeasgmM pyKOIOKATHI
IlIndposanne napoia P3

Puacynok 7.2 - BEOw naponeH

IIpocroii napoas

ITpocToH mapors - BBOAHMAA MMOTH30BaTeleM C KIaBHATYpHl CTPOKAa CHMBOIOB. B cxeMe ¢
IIPOCTHIM MAPOIIeM IOTL30BATEN PaspemaeTcsa caMoMy BRIOHpATh apoib TAKHM 06pazoM, YTo0k!
ero ObLTO Terko 2allOMHHTE. 1HOTIA B pAIy CHMBOJIOR NAPOIA H B KOHIIE eT0 OCTABIIAKT IPOoGeEL.
Otnnupe JeficTBHTENBHOTO Hapold 0T Kakymerocd (Oe3 mpoGemoR) MOBBINIACT 3aIMHIIEHHOCTh
CHCTEMBI.

[Tombop mapoms myTeM TpocToro mepebopa KOMOHHAIHH mTpeamonaraeT mepeGop Beex
BO3MOKHBIX COYeTaHHH CHMBOTOB B Tapore. Bpema, HeoOXomumoe A7mf pasraiblBaHHA NapoOIt
MeTOZIOM IIpocToro nepeGopa, ABIAETCA reoMeTpHUECKOH IporpeccHel 0T ITHHBI IAPOIA, HO eCTh
pa3THYHEIE KPHEBIE, 2ABHCAITHE OT pazMepa anharHuTa, Ha OCHOBE KOTOPOro OBLT CO2IaH Iapolb H
0T pazMepa Habopa CHMBOJIOE, T10 OTHOIIEHHIO K KOTOPBIM PaccMaTPHBAKTCA PA2THYHEIE IAPO.IH.
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[TapomH OJHOKpAaTHOTO HCHONB30BAHHA MOTYT TPHMEHAThCA TaKkKe IIA YCTAHOBIEHHA
MOTHHHOCTH TOATBEpEIeHAS 06 oTkmodeHHH OBM oT ofcTyxHBaHHA TOTB30BATENd H
MOATBEPAISHHA MOTHHHOCTH TpeGoBaHHA moas30BaTend 06 oTkIrodeHHH oT DBM. Besknit pas,
KOT/la mosTydeHo TpebGoBaHHe TMomb30BaTend 06 oxondaHHH paborsr, 3BM HememteHHO mepenaet
€My CBOH IIapollb OJHOKPATHOIO HCIOJB30BAHHA H IPEpEIBAeT CBA3G. ECIH IOIB30BATENh
OTKIYaeTcd H He NO0Iy4aeT HCTHHHOrO mapoiad or DBM, eMmy cieqyeT IpHHATE MEPEI
IPEI0CTOPOKHOCTH.

Tpernii Bonpoc: DJIEKTPOHHAS MMOANHUCH.

DnexTpoHHas noanuck (A1) — nadopmalus B 3IeKTPOHHOII dopme, KO-
Topas IpHCcOeJIHHeHa K Apyroil HHpopMalul B 3J1eKTPOHHOMH (GopMe (IIOAIHCHI-
BaeMoil HH(popMallH) WIH HHBIM 00pa30oM CBsi3aHa C Takoil HHQopMalueil H
KOTOpas HCIOJIb3YeTCH LA ONMpeieeHus JIHIA, IIOAMHCEIBAIONIIEro HH(popMa-
IHIO .

DI npejcraisieT co00il KOMOHHAIIHIO CHMBOJIOB, KOTOpast GopMHupyeTcs
B pe3ylbTaTe MaTeMaTHYeCKoro IpeoOpa3oBaHHs HCXOJHOIO JOKYMEHTa IIpH
IIOMOINH CIIeIHaIbHOro IporpaMMHoro odecrneuenus. JI1 godasisieTcs K HC-
XOJHOMY JOKYMEHTY IIpH IepechblIke, U JIH000e H3MeHeHHe HCXOJHOIO JOKY-
MeHTa jenaeT 3Ty DII HexelicTBuTenbHOIl. Takum oOpa3zom, DII Oe3omuboyHO
yKa3blBaeT Ha IIOJUIHHHOCTh H aBTOPCTBO, He MePeHOCHTCS C OJHOTO JIOKyMeHTa
Ha J[PYroil JIOKYMeHT, 3alliilaeT MOANICaHHBIH JOKYMEHT OT IO/Ie/IKH, a TaK-
’Ke OT H3MEeHEeHHs HJIH HCKaKeHHs HHGOpMaIlii.

DI ocHOBaHAa Ha AacCHMMETPHYHOM KpHIITOrpadHyeckoM aJropHTMe
Oco00eHHOCTBIO TAKOTO alrOpHTMA ABIISETCS TO, YTO HCIOIB3YIOTCS Ba Pa3Hbl
KIJII0Ya: OJHH KJII0Y Ul 3alIu(poBaHis] HHGOPMAIH, a BTOPOIl, KOTOPBII CIIE
LHAJbHBIM 00pa30M IIOJIy4eH H3 [IepBOro H OTIHYEH OT Hero, — Ul ee paciug
pOBaHUA.

Kiiou 2J1eKTpOHHOI MOJAIMHCH — YHHKajJdbHas I10CJIeI0BaTeIbHOCTh CHM
BOJIOB, IIpe/IHa3HaYeHHasl /Ul CO3/{aHHs 3JIeKTPOHHOI IMOAIIHCH.

ITepBbIil KIH0Y SBISETCS CEKPETHBIM — 3aKPHITBIM (JIHYHBIM) KIFOYOM, O
H3BECTeH TOJIBKO JIHILY, IIOANHCHIBAIONIEMY JOKYMEHT. BTOpoIl KiIr0d Hecekpel
HBIIl — OTKPBITHII K04, OH MOXKeT ObITh H3BeCTeH JII000MY IMOIydaTelro ek
TPOHHOTO JIOKYMEHTa.
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OTKpBITBII KIOY ITyOJHKyeTcss Ha caiiTe yJAOCTOBepsIoIlero IMeHTpa,
yclIyraMH KOTOpPOI'o oJb3yeTcs Biajellell KJIro4a, a 3aKphIThIH KIII0Y OH XpaHUT
CO BCeMH BO3MOYKHBIMH MepaMH IIPeI0CTOPOKHOCTH.

VI sBIseTCs CHCTeMOIl ympaBieHHs KI0YaMH B paMKax KpHOTorpadpu-
YeCcKOI CHCTeMbl Ha OCHOBe HHPaCTPYKTYpbl OTKPBITHIX KIIOYEH (3aKpBITHIH
KJIFOY H3BEeCTeH TOJIHKO ero BIIaJesbIly).

VII co3paeT cepTH(HUKAT OTKPHITOrO KIKOYa H TaKHM 00pa3oM yIOCTOBe-
psieT 3TOT KoY.

VII nmoaTBep KaaeT IIH ONpoBepraeT NPHHAISKHOCTh OTKPBITOrO KiIroda
NIy, KOTOpOoe BiajJeeT COOTBETCTBYIOIIHM 3aKPBITBIM KIHOUOM. YIOCTOBeps-
FOIHII IIeHTPp — 3TO OpraHH3allisi, KOoTopas BEIIyCKaeT cepTH(HKAThl KIKOUeil
npoBepku DIl m oTBedaeT 3a ympaBlleHHe KPHIOTOrpadHYeCKHMH KIHOYaMH
1oJib3oBareseil. OTKpbIThIe KIOYH H Jipyras HHpopMalus O I10JIb30BaTesX
XPpaHHTCS YIOCTOBEPSIOIINMH IIeHTpaMH B BHJle IIHPPOBBIX cepTH(HKATOB.

CepTuuKaT — 3TO JIeKTPOHHBII JOKYMEHT HJIH JOKYMEHT Ha OyMaKHOM
HOCHTeJle, BBIJaHHBIE YJOCTOBEPSIOMIHM IEHTPOM JIHOO0 JOBEpeHHBIM JIHIIOM
YAOCTOBEPSAIONIEro MeHTpa H MOATBEpKIAKoIIHe IPHHANIEKHOCTh KIKUa IIpo-
BEepKH JIeKTPOHHOH IMOIIICH BiIaJelblly cepTH(HKaTa KJI04Ya IPOBEpPKH JJIeK-
TpoHHoiT momucH’.

Brigapas ceprudukar, YII yaocroBepseT NOIHHHOCTE CBA3H MeXIY OT-
KPBITBIM KIIOYOM Ionb3oBarens YII um mHdopmanmeil, ero HaeHTHOHIHPYIO-
meii. 11 ximrou, u cepTudHKAT XpaHATCA B (ailtax. 1 Toro, 4To0bl HHKTO,
KpoMme Blajeiblia MOAMICH, He MOT BOCIIOJIB30BAaThCS 3aKPBITHIM KIFOYOM, €ro
OOBIYHO 3aIHCBHIBAIOT HAa CHEMHBIII HOCHTENIb KiIoda (Hampumep, «PyTOKeH»).
JI1st TOTIOJTHUTEIBHOI 3alHTHl ero cHadxaT PIN-kozxom. s co3aHus dJIek-
TPOHHOII MOAIMCH HeOoOXOAHNMO BBeCTH IIpaBHUIbHOe 3HaueHHe PIN-koxa. Cep-
THQUKAT COJEPKUT BCIO HEOOXOAUMYIO HHGOPMALIHIO JUIA IPOBEPKH JIeKTPOH-
HOH nojanucH. JlaHHbIe cepTH(HKAaTa OTKPHITHl H IIyOaHdHbl. [Io3TOMy 0OBIYHO

cepTH(HUKATH XpaHATCS B XpaHMWIHINE CepTH(GHKATOB OlepallliOHHON CHCTEMBI.
7
11, xoHeuHO, Bce cepTH(HKATH Bcerja XpaHarcs B YII .

Cxema mudpoBod MOANMUCH - HAOOp AJTOPUTMOB U MPOTOKOJIOB, IO3BOJISIIOIINX
MOCTPOUTH MH(POPMALIMOHHOE B3aUMOJICUCTBUE MEXIY ABYMs M Oojiee ydaCTHUKAMU
TakuM o0Opa3oM, 4dYTOOBI (aKT aBTOPCTBAa TMEPEJAaHHOTO MAacCHMBa JIAHHBIX,
«TOJMUCAHHOTO OJHUM W3 YYaCTHUKOB», MOT OBITh HAACKHO TMOJTBEPKICH WIIH
ONIPOBEPTHYT TPETHEH CTOPOHOM.

JItobast cxema uudpoBOil MOANKUCH TpENoiaraeT A00aBJIE€HUE K MOJIMHUCHIBAEMOMY
MacCHUBY JaHHBIX JOIMOJHHUTENIBHOIO KoJa - LHU(PPOBOM NOANUCH, BbIPAOOTATH
KOTOPYIO MOET TOJIbKO aBTOp COOOIIEHHs, OOJadarolMil CEKPETHBIM KIIHOUOM
NOAMNMUCH, a BCE OCTAJIIBHBIE MOTYT JIMIIb IMPOBEPUTH COOTBETCTBHUE 3TOM MOANHUCH
MOJIMCAHHBIM JIAHHBIM.

[Ipouenypa OULII Ha O6aze acMMMETPUYHOTO KPHUOTOrpaUUYECKOro alropuTMma
BKJIIOYAeT B ce0s Mpoluexypbl BBHIPAOOTKM M TPOBEPKU MOAMHCH MO JaHHBIM
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coobmenuem.  [ludppoBas  mommucek, cocrosmias W3 JBYX IIENBIX  YHCE,
BBIYKCIIIETCS C MOMOIIBIO ONPEETICHHOr0 Habopa MpaBull.

OUII o6ecnieunBact:

3amuTy OT M3MeHeHuil nokyMmeHTa. [Ipu mob6oM citydailHOM WM MpeaHaMEepEeHHOM
M3MEHEHUU JOKYMEHTA (WU MOJNKUCH) MOANKUCH CTAHET HEEUCTBUTEIBHOM, TOTOMY
YTO BBIYMCJIEHA OHA HAa OCHOBAaHMHM MCXOJHOIO COCTOSIHHAA JOKYMEHTa |
COOTBETCTBYET JIMIIb EMY.

HeBo3MOKHOCTh OTKa3a OT ABTOpPCTBA. Tak kak CO31aThb KOPPCKTHYIO ITOAIINCh MOKHO
JIMIIb, 3Hasd SaKpBITLIﬁ KIIF0Y9, a OH HM3BCCTCH TOJIBKO BJIAACIbIY, TO BJIAACIICH HC
MOKET OTKa3aThbCs OT CBOCH IMOAIMCH IO JOKYMCHTOM.

Yereéproiii  Bonpoc: OcHOBHbIC M0JI0KeHUA JIOKTpUHBL MHGOPMANMOHHON
oesonacHocT Poccuiickoiit @enepanum.

OcHoBHbIe TOJOKEeHUsT JlOKTpUHBI MHGOPMAIIMOHHON Oe3omacHOCTH Poccuiickoi
denepanuu MpeACTaBICHbI B IPUI0KEHUN Ne | K JaHHOMY TUIaH-KOHCIIEKTY.

IIsaTeiii  Bompoc: KoMNblOTEpHBbIE BHPYChbI:  METOAbl __ PACHPOCTPAHEHHUS,
npohnIaKkTHuKA 3apaKeHud.

Ilecroi Bonpoc: 3amura MHGOPMALMY 0T KOMIbITEPHBIX BUPYCOB.

CBeneHns O BUIAX KOMIIBIOTEPHBIX BHPYCOB, AHTUBHUPYCHBIX CPENCTBAX 3allMTHI,
AHTUBHUPYCHBIX ITPOTpaMMax, MPEICTABICHBI B MPUJIOKeHUU Ne 2 K TaHHOMY ILJIaH-
KOHCIIEKTY.



